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ABSTRACT

Although normative systems, or social laws, have provedet@b
highly influential approach to coordination in multi-ageystems,
the issue oftomplianceto such normative systems remains prob-
lematic. In all real systems, it is possible that some membér
an agent population will not comply with the rules of a norma-
tive system, even if it is in their interests to do so. It isréfere
important to consider the extent to which a normative sysiem
robust i.e., the extent to which it remains effective even if some
agents do not comply with it. We formalise and investigated¢h
different notions of robustness and related decision okl We
begin by considering sets of agents whose compliance issage
and/or sufficient to guarantee the effectiveness of a navenays-
tem; we then consider quantitative approaches to robustndere
we try to identify the proportion of an agent population thaist
comply in order to ensure success, and finally, we considesra m
general approach, where we characterise the complianciiticors
required for success as a logical formula.

Categories and Subject Descriptors

1.2.11 [Distributed Artificial Intelligence ]: Multiagent Systems;
1.2.4 [Knowledge representation formalisms and methods
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1. INTRODUCTION

Normative systems, or social laws, have been widely prochase
an approach to coordinating multi-agent systems [11, 13, @,
2]. The basic idea is that a normative system is a set of cinsdr
on the behaviour of agents in the system; after imposingthes-
straints, itis intended that some desirable overall prigpeill hold.
One of the most important issues associated with such niwenat
systems — and one of the most ignored — is thatahpliance
Put simply, what happens if some system participants doorat ¢
ply with the regulations of the normative system? Non-cdamae
may be accidental (e.g., a message fails and so some pantigip
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are not informed about the regulations). Alternativelyndy be de-
liberate but rational (e.g., a participant chooses to igribe norms
because it does not see them as being in its own best inferests
or deliberately irrational (e.g., a computer virus). Whatethe
cause, it seems inevitable that, in real, large-scale sgstaon-
compliance will occur, and it is therefore important to coes the
consequences of non-compliance. Existing research haessdadl

the issue of non-compliance in at least two ways.

First, one can design the normative system taking the goals a
aspirations of system participants into account, so thatptiance
is the rational choice for participants [2]. Using the temolbgy of
mechanism design [10, p.179], we try to make compliancen-
tive compatible Where this approach is available, it seems highly
attractive. However, given some desired objective for anative
system, it is not always possible to construct an incentbrapati-
ble normative system that achieves some outcome, and evene wh
it is possible, it is still likely that large, open systemdlvall prey
to irrational behaviour.

Second, one can combine the normative system with gEmalty
mechanism, to punish non-compliance [4]. The advantaghisf t
approach is that it can be applied to most scenarios, andttisat
familiar (this is, after all, how normative systems oftenrivin the
real world). There are many disadvantages, however. Fanpla
it may be hard to detect when non-compliance has occurratl, an
in large, Internet-like systems, it may be hard to imposeafiers
(e.g., across national borders).

For these reasons, in this paper we introduce the notiaw-of
bustnesgor normative systems. Intuitively, a normative system is
robust to the extent to which it remains effective in the évain
non-compliance by some agents. Following an introductiotihé
technical framework of normative systems, we introduceianels-
tigate three ways of characterising robustness. First, ansider
trying to identify coalitions whose compliancenscessarynd/or
sufficientto ensure that the normative system is effective. We char-
acterise the complexity of checking these notions of raiest, and
consider cases where verifying these notions of robusisessier.

In addition to verification we consider the complexityrobust fea-
sibility of a normative system: given a reliable coalition, doesgher
exist a normative system which is effective whenever thatiton
complies? We then consider a mayeantitativenotion of robust-
ness, called:-robustnesswhere we try to identify theumberof
agents that could deviate and still leave the normativeesysif-
fective. Finally, we consider a more genenalgical approach of
characterising robustness, whereby we define a predicatesets
of agents, such that this predicate characterises exduifetsets
of agents whose compliance will ensure the success of thmaior
tive system. We conclude with a brief discussion, includsogne
pointers to related and future work.



2. FORMAL PRELIMINARIES

In this section, we present the formal framework for normeti
systems that we use throughout the remainder of the papés. Th
framework is based on that of [8, 1, 2], which is in turn destszh
from [11]. Although our presentation is complete, it is sSact,
and readers are referred to [8, 1, 2] for details and disonssi

Kripke Structures: We useKripke structuresas our basic seman-
tic model for multi-agent systems [5]. A Kripke structuresissen-
tially a directed graph, with the vertex sgtorresponding to possi-
ble statesof the system being modelled, and the relatio@ S x S
capturing the possibleansitionsof the system;S° C S denotes
the initial statesof the system. Intuitively, transitions are caused
by agentsin the system performingctions although we do not in-
clude such actions in our semantic model (see, e.g., [Lby 8hbd-
els which include actions as first class citizens). An(are’) € R
corresponds to the execution of an atomic action by one of the
agents in the system. Note that we are therefore hetrenodelling
synchronousaction. This assumption is not essential, but it sim-
plifies the presentation. However, we find it convenient wude
within our model the agents that cause transitions. We tbere
assume a sefl of agents, and we label each transitionfnwith
the agent that causes the transition via a functionR — A. Fi-
nally, we use a vocabular® = {p, ¢,...} of Boolean variables
to express the properties of individual stafaswe use a function
V : S — 2% to label each state with the Boolean variables true (or
satisfied) in that state.

Formally, anagent-labelled Kripke structuréover ®) is a 6-
tuple:

K =(S,8° R, A a, V),

where: S is a finite, non-empty set aftates S° C S (S° # 0) is
the set ofinitial states R C S x S is a total binary relation or¥,
which we refer to as theansition relation A = {1,...,n}isa
set ofagentsa : R — A labels each transition iR with an agent;
andV : S — 2% labels each state with the set of propositional
variables true in that state.

We hereafter refer to an agent-labelled Kripke structumepdy
as aKripke structure A path over a transition relatiorR is an
infinite sequence of states = s, s1,... such thatvu € N:
(Sus Su+1) € R. If u € N, then we denote by [u] the compo-
nent indexed byu in 7 (thus7[0] denotes the first element]1]
the second, and so on). A pathsuch thatr[0] = s is ans-path
Let ITr(s) denote the set of-paths overR; since it will usually
be clear from context, we often omit referenceRo and simply
write II(s). We will sometimes refer to and think of appath as a
possible computation, or system evolution, frem

CTL: We use Computation Tree LogictL), a well-known and
widely used branching time temporal logic, to expressdhgc-

tives of normative systems [5]. Given a sé& = {p,q,...} of

atomic propositions, the syntax offL is defined by the following
grammar, where € &:

pu=T|plw|leVe|EOe|EleUp) | ADp | AlpU )

The semantics of TL are given with respect to the satisfaction
relation “=", which holds betweepointed structuress, s, (where
K is a Kripke structure and is a state ink’), and formulae of the
language. The satisfaction relation is defined as follows:
K,s =T,
K,sEpiff pe V(s) (wherep € ®);
K,s | —ypiffnot K,s E ¢;

748

K,sEpVyiff K,s =EporK,s = 1;

K,s = AOgiff Vr € I(s) : K, w[1] = ¢;

K,s = EOQgiff 3r € II(s) : K, w([1] = ¢;

K,s = A(peU ) iff Yo € TI(s),Ju € N, s.t. K, w[u] = ¥ and
Vo,(0<v<u): K,w[v] [=e¢

K,s = E(pU ) iff 3r € TI(s),Ju € N, s.t. K, 7[u]| = ¥ and
Vo,(0<wv<u): K,w[v] [=e¢

The remaining classical logic connectives\(;' “ —", “«<") are
defined as abbreviations in terms-6fV in the conventional way.
The remainingcTL temporal operators are defined:

A EQe E(TUp)
AQgp EOe A —p

We sayy is satisfiableif K, s = ¢ for some Kripke structuré(
and states in K; ¢ isvalid if K,s = ¢ for all Kripke structures
K and states in K. The problem of checking whethéf, s = ¢
for given K, s, ¢ (model checkingcan be done in deterministic
polynomial time, while checking whether a giveris satisfiable or
whetheryp is valid isexpTIME-complete [5]. We writeX |= ¢ if
K,s = gforall sy € S°, and= ¢ if K |= ¢ forall K.

Later, we will make use of two fragments ofrL: the universal
languagelL® (with typical element.), and the existential fragment
L¢ (typical element):

pr=T|L{p[=plpVu|pAp|AOu| Al | A(nl 1)
ex=T|L|p|-pleve|ene|EOe|E[le|E(eUe)

A(TU )
—EQ—p

The key point about these fragments is as follows. Let us say,
for two Kripke structuresk (S,8° Ri,A,0, V) and Ko =
(S,8° Rs, A, o, V) that K, is a subsystem ok and K is a su-
persystem of<1, (denotedK; C K3), iff R1 C R2. Then we have
(cf. [8]).

THEOREM1 ([8]). Supposek; C K», ands € S. Then:

Vee L°: Ki,sEe Ky, s E¢;
VYueLl": Ky, sEp Ki,s = p.

= and

=

Normative Systems: For our purposes, aormative systengor
“norm”) is simply a set of constraints on the behaviour of agents
in a systen{1]. More precisely, a normative system defines, for
every possible system transition, whether or not that ttansis
considered to be legal or not. Different normative systenay m
differ on whether or not a transition is legal. Formally, ama-
tive systemy (W.r.t. a Kripke structurek’ = (S, S° R, A, o, V))

is simply a subset oR?, such thatR \ 7 is a total relation. The
requirement that? \ 7 is total is areasonablenessonstraint: it
prevents normative systems which lead to states with ncessoc.
Let N(R) = {n: (n C R) & (R \ nistotal} be the set of nor-
mative systems oveR. The intended interpretation of a normative
systemn is that(s, s’) € n means transitiois, s’) is forbidden in
the context of). We denote themptynormative system by, i.e.,

ng = 0. Let A(n) = {a(s,s") | (s,s") € n} denote the set of
agents involved im).

The effect oimplementing normative system on a Kripke struc-
ture is to eliminate from it all transitions that are forbadaccord-
ing to this normative system (see [8, 1]).Afis a Kripke structure,
andn is a normative system ovéf, thenK {7 denotes the Kripke
structure obtained fronk by deleting transitions forbidden in.
Formally, if K = (S,S° R, A,a, V), andn € N(R), then let
Ktn = K’ be the Kripke structur&”’ = (5", S°" R, A’ o', V')
where:



e 5=5,8"=8" A=A andV = V/;
e R' =R\ n;and
e ¢ is the restriction ofx to R’:
oo [ oals, s’ if(s,s’) e R
a(s,s) = { undefined otherwise.

The next most basic question we can ask in the context of rorma
tive systems is as follows. We are given a Kripke structidrerep-
resenting the state transition graph of our system, and /gigen
acTL formulay, representing thebjectiveof a normative system
designer (that is, the objective characterises what a desigishes
to accomplish with a normative system). Tfeasibility problem
is then whether or not there exists a normative sysiesuch that
implementingn in K will achievey, i.e., whethetX | n = ¢. We
say that, is effective forp in K if K 11 = ¢.

We make use of operators on normative systems which corre-

spond to groups of agents “defecting” from the normativeesys
Formally, letK = (S,S° R, A,a, V) be a Kripke structure, let
C C A be a set of agents ovéf, and letn be a normative sys-
tem overK. Thenn | C denotes the normative system that is
the same ag except that it only contains the arcs #fthat cor-
respond to the actions of agents@ i.e.,n [ C = {(s,s") :
(s,s') € n& afs,s’) € C}. Also,n 1 C denotes the nor-
mative system that is the same g®xcept that it only contains
the arcs ofy that do not correspond to actions of agents (@

n1 C={(s,s):(s,s)eEn&al(s,s) & C}.

3. NECESSITY AND SUFFICIENCY

As we noted in the introduction, the basic intuition behiobust
normative systems is that they remain effective in the presef
deviation, or non-compliance, by some members of the agamt p
ulation. As we shall see, there are several different wayfef
mulating robustness. Our first approach is to try to charmsete
“lynchpin” agents — those agents whose compliance with tire n
mative system is somehow crucial for the successful omeraif
the system. This seems appropriate when there are “keyrglape
the normative system — for example, where there is a singl po
of failure. In this section, we therefore consider coafisovhose
compliance isiecessary and/or sufficietd ensure that the norma-
tive system is effective.

We say thatC' C A aresufficientfor » in the context ofK” and
 if the compliance ofC with 7 is effective, i.e., iff:

VC'C A (CCC) Kt C)E gl

The following example illustrates this notion of sufficignc

=

EXAMPLE 1. Consider four agents who are attending a con-
ference with an on-site computer facility. This serviceteehas
currently one printer, two scanners and three PCs availaBlgent
a has tasks that require access to a printer and PC, agemteds
a printer and scanner, agent is in need of a scanner and PC
and agentd will need a scanner only. The set of agentsdis=
{a, b, ¢, d}. They are interested in using resources of tyfae R2, Rs,
of each resource typ&; there arej instances of each:R;
{printer: }, Ra = {scannery, scanners}, Rs = {pc1, pcz, pcs}.

At a given point in time, a resource can be owned by an agem. Th
actions available to the agents are making available a resothey
currently own, or taking possession of a resource which &lav
able. We assume that the agents never act at exactly the game t
in particular we assume that actions are turn-based — firstan
perform some action, theln and so on. A state is a tuple

s = (0q, Op, Oc, Og, 1)
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where, for each € A, O; is the set of resources currently owned
by i.

The number of agents that own a resource of tymannot be
greater thary. Let, for each resourc®; and states, avail(j, s) be
the number of resources of typehat are not owned by an agent.
The componeni € A of s denotes whose turn it is: we write
turn(s) = i. If R;N O; # 0, we say that owns a resource of type
jand writeR; < O;.

Our agents are not equal. In order to fullfil his task, agent
would every now and then like to use resources of titpeand
R3 simultaneously. We writ&seful(a) = {R1, Rs}. Simililary,
Useful(b) = {R1, Rz}, Useful(c) = {R2, Rs} while Useful(d)
= {R2}.

Lets = (Oa, Oy, Oc, Oq,1) ands’ = (O, Oy, O, 0},1') be
two states. Thefs, s') € R iff

1.a =bb =c,c/=dandd’ = a;
2. forallk #iandallj: R; < Oy & R; < Oj;
3. if R; < Oj and R; 4 O; thenavail(j, s) > 0.

Furthermore,a(s, s') = i whenturn(s) = s.

Let the starting state of the system be such that it is agént
turn, and nobody owns any resource. If we call this systém
then a first normy, we impose ork is that no agent (i) owns two
resources of the same type at the same time, (ii) takes posexs
a resource that he does not need, (iii) takes possessionoafiew
resources simultaneously, and (iv) fails to take possassiGome
useful resource if it is available when it is his turn:

turn(s) = ¢, and

(35 :10{ N Rj| > 2, 0r

37 :10; N R;| > 1andR; & Useful(3), or
dz,y:x #y,z,y € O] andz,y & O;, or
Vi : (R; € Useful(i),|O: N R;| =0,
avail(j,s) > 0) = |O; N R;| =0).

Let K1 = Ko T no. Now, in order to formulate some objectives of
the system, let? denote that agent owns a resource of tygeand
similarly for the other agents. Let

A @

R; € Useful(i)

happy (i) =

Thus happy (i) means that is in possession of all his useful
resources, simultaneously. Our first objective is:

o1 =A \ AQhappy(i).

€A
The normative system that we will use for it is
m = {(s,s") | turn(s) = i & O; = Useful(i)& O; # B}

In words: if at some point an agent simultaneously owns &l th
resources that are useful for him, then he will make themlalvks

if it is his turn. Which coalitions are sufficient for this morin the
context of K, and ¢1? First of all, consider a coalition without
agenta. If a does not comply with normy,, then he can grab
the printer and hold on to it forever. Thus, agentwill not be
happy, because there is only one printer. The same argunodatg h
for a coalition without agenb. Thus, it seems that any sufficient
coalition must include both agentsand b. But {a, b} alone is
not a sufficient coalition, as the following scenario ilkages: (1)

a grabs a PC; (2)b grabs the printer; (3)c grabs a scanner; (4)
d grabs the other scanner. Now,dfand d do not comply withy,,

it might be that they never give up their scanners, in whickeca


















