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ABSTRACT
Many real-world situations involve attempts to spread influ-
ence through a social network. For example, viral marketing
is when a marketer selects a few people to receive some ini-
tial advertisement in the hopes that these ‘seeds’ will spread
the news. Even peacekeeping operations in one area have
been shown to have a contagious effect on the neighboring
vicinity. Each of these domains also features multiple par-
ties seeking to maximize or mitigate a contagious effect by
spreading its own influence among a select few seeds, natu-
rally yielding an adversarial resource allocation problem. As
past researchers of security resource allocation have done,
I propose using game theory to develop such policies and
model the interconnected network of people as a graph.

Unlike this past work in security games, however, actions
in these domains possess a probabilistic, non-local impact
that makes even payoff determination an NP-Hard prob-
lem. My thesis proposes novel techniques for solving this
type of game for real-world problem sizes by building upon
the latest research in security games and influence block-
ing maximization. I have also advanced the understanding
of contagion phenomena by developing empirical evaluation
methods for computational contagion models. Finally, my
thesis formalizes an entirely new class of security games with
wide-ranging applications from marketing to peacekeeping.
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1. INTRODUCTION
Many adversarial domains exhibit ‘contagious’ actions for
each player. For example, word-of-mouth advertising / vi-
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ral marketing has been widely studied by marketers trying
to understand why one product or video goes ‘viral’ while
others go unnoticed [10]. Recent work has even shown that
peacekeeping operations in one nation reduces the probabil-
ity of conflict arising in nearby areas by 70% [2]. In these
domains, multiple intelligent parties attempt to leverage the
same social network to spread their message, necessitating
an adversary-aware approach to strategy generation.

I use a game-theoretic approach and develop algorithms to
generate resource allocation strategies for large-scale, real-
world networks. I model the interaction as a graph with one
player attempting to spread influence while the other player
attempts to stop the probabilistic propagation of that influ-
ence by spreading their own influence. This ‘blocking’ prob-
lem models situations faced by governments/peacekeepers
combatting the spread of terrorist radicalism and armed con-
flict with daily/weekly/monthy visits with local leaders to
provide support and discuss grievances [6].

This follows work in security games from recent years [1,
3, 5, 7] including deployed systems such as IRIS, which I
helped develop for the United States Federal Air Marshal
Service [9, 13]. While some of my own work in security
games also modeled interactions on a graph [14], I extend
the approach into a new area where actions carry a ‘con-
tagion’ effect. The situation becomes a type of influence
blocking maximization (IBM ) problem [4], which are a com-
petitive extension of the widely studied influence maximiza-
tion problem [8]. Past work in IBM has looked only at
the best-response problems and has not produced algorithms
to generate the game-theoretic equilibria necessary for this
repeated-interaction domain.

2. CONTRIBUTIONS
My work has provided contributions towards solving these

problems in three specific ways: (i) novel algorithms for se-
curity games with contagious actions; (ii) real-world data
driven quantitative comparison of competing contagion mod-
els; and (iii) efficient heuristics to scale-up game-theoretic
solutions to real-world problem sizes for graph-based secu-
rity games.

Novel algorithms for security games with conta-
gious actions: A major contribution of my work is to open
up a new area of research that combines recent research
in security games with the latest work in influence block-
ing maximization and contagion studies. Drawing from the
security games literature, I propose using a double oracle
algorithm where each oracle produces a single player’s best-
response to the opponent’s strategy and incrementally cre-



ates the payoff matrix being solved. Thus, my algorithms
are able to handle very large network sizes under practical
time constraints. More importantly, this approach allows
me to directly leverage advances in IBM research that has
focused entirely on fast best-response calculations.

Quantitative comparison of competing contagion
models: To strategize in domains where both players’ ac-
tions have a contagious effect, the primary assumption is
that the mechanics of the contagion are known. However,
this is a poor assumption and understanding the spreading
effect is an open research problem with new models con-
stantly being proposed and a severe lack of a ground-truth
for rigorous evaluation. To address this issue, I developed
the ESCAPES evacuation simulation system [12] that I used
to evaluate competing models of emotional contagion [11]. I
use the simulation to reproduce data from real crowd evac-
uations and show that one of the models outperforms all
others in accurately reproducing the both scenes. I also ex-
amined the components of the different models evaluated
by testing variations of each of the models with features
added/removed. This work is the only known empirical com-
parison of computational emotional contagion models.

Efficient heuristics for graph-based security games:
I have introduced graph-based techniques for game-theoretic
resource allocation in two domains. First, I have worked on
urban road network security, where police forces must place
vehicle checkpoints throughout a city to prevent adversaries
en route to their attack destinations. In such a domain, each
player has a massive number of potential actions (paths to
travel, sets of edges to cover). I developed a polynomial-time
algorithm based on graph-based techniques, RANGER, and
accompanying sampling techniques that are provably opti-
mal under specific conditions [14]. My algorithm provided
the first useable solution technique in the urban road net-
work security domain and remains the only polynomial-time
algorithm with provable guarantees. Also, in addressing the
contagion mitigation game outlined in Section 1, I have de-
veloped a heuristic estimation algorithm LSMI for influence
blocking maximization problems that is based on shortest-
paths calculations. This is used within the aforementioned
double-oracle approach to once again provide the first set of
game-theoretic allocation algorithms for real-world domain
sizes.

3. FUTURE WORK
Thus far my work has provided the first solution methods

for security games with contagion. In the future, I intend
to move forward along two directions: (i) novel algorithms
with quality guarantees and improved efficiency; (ii) novel
algorithms to address ‘inoculation’ games and ‘competitive
contagion’ games.

First, although the size of leadership networks used in the
real-world are limited to a few hundred nodes, general social
networks such as those used for viral marketing can be tens
or hundreds of thousands of nodes. This requires improved
scalability over current methods. Quality guarantees on the
solutions provided are also very important for real-world de-
ployment and will also be a focus of my work.

Second, the mitigation game introduced here is only one
of three contagion games one can consider. ‘Inoculation’
games, where only one player has contagious actions have
been well-studied in epidemiology, but generally without
a complete game-theoretic treatment. ‘Competitive conta-

gion’ games, where both players seek to maximize their own
influence, have only recently been studied. I hope to ex-
tend my work into both of these variants of security games
with contagion to provide generalized solution methods for
all types of contagion games.
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