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ABSTRACT

Distributed denial of service (DDoS) is one of the most common
and damaging cyber attacks, and its impact grows rapidly with
the massive use of Internet. Collaborative DDoS defense across
countries enables faster and more efficient DDoS attack mitigation.
Collaboration requires countries that are not target victims to help
detect and block the malicious flow, but selfish countries may refuse
to do so because lacking individual gain compared with individ-
ual cost. In this paper, we model a stochastic game where selfish
countries interact repeatedly and form coalitions to defend DDoS
attacks. We design a multi-agent system, Cedric, to simulate and
solve this complex stochastic game. Each agent adopts Q-learning
to find their long-term optimal strategies, and credits are used to
encourage efficient collaboration. The Shapley Value based reward
assignment of Cedric satisfies several desired properties about fair-
ness and stability. Simulations with trace data of over 7 years’ global
DDosS attacks support the superiority of Cedric empirically.
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1 INTRODUCTION

A Distributed Denial of Service (DDoS) attack is an attempt to
interrupt the functions of a server by flooding it with an enormous
number of requests from multiple sources. Although this kind of
attack is ancient and well-known, it is never been fundamentally
resolved. With more and more critical services utilizing the Internet,
DDoS attacks are causing more damage and have bigger impacts
on national security businesses and daily life[1][2]. Collaborative
DDoS defense requires multiple countries (or domains/ Internet
service providers) to detect and block the malicious traffic together
to only allow the legitimate traffic flows, which makes the DDoS
attack more efficient to mitigate, faster to recover, and causes less
social damage[3][6][7]. Since the costs for human resources (an
engineer to block the malicious IP address) and software/hardware
deployment costs to conduct DDoS defenses might be cheaper in
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some countries, and social gain can be improved if the defense
is conducted in upstream countries, collaborative DDoS defense
can bring more social welfare globally than each country do it
themselves. However, selfish countries may refuse to do so because
lacking individual gain compared with individual cost.

We focus on the incentive issue in collaborative DDoS defense
for selfish countries from a game-theoretic perspective and make
the following contributions.

o First, we analyze the characteristics and selfish country in-
centives in a typical DDoS attack and formulate it as a col-
laborative DDoS defense game.

Then, since the formulation is a complex stochastic game,
we design a multi-agent system, called Cedric, to simulate
and solve the collaborative DDoS defense game.

We propose to use credits to foster efficient cooperation. Es-
pecially, our reward assignment mechanism based on Shap-
ley Value satisfies several nice properties of fairness and
stability theoretically.

We conduct simulations on global Internet topology and
over 7 years’ DDoS attack trace data. The equilibrium that
the game achieves in Cedric supports the nice properties
empirically.

2 GAME FORMULATION

We formulate the collaborative DDoS defense across countries as
an infinite horizon stochastic game.

DDoS Attack. The Internet is simplified and represented as a graph
G = (N, E). ADDoS attack is denoted as a tuple ddos = (t, src, dst),
where t is the attack start time, src = (< c¢1,b1 >,< c¢2,b2 >
s < Cp, by >) is a list of <country, bandwidth> pairs that each
pair represent a source country where a zombie locates and the
corresponding malicious flow bandwidth. Each malicious flow b;
starts from the source country c;, and finally reaches the destination
country dst. The set of links from ¢; to dst is called a path, denoted
as ¢j.

Collaborative Defense. At the start of a DDoS attack, the victim
country dst requests other countries for help. Upon receiving the
request, each country i € N decides whether to help detect and
block the malicious flow. Each country i’s payoff in round ¢ could
be written as

uir = ui(ar) = Vi, - I(e) + Z V(bije) = cit - air
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where a; € X;eNA; is the joint action profile of all countries at
t. th is a constant payoff of recovering the victim application

in dst. I(-) is an indicator function that returns 1 if the condition
inside holds and 0 otherwise. e denotes the event that i is dst and
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the DDoS attack in round ¢ is successfully defended. l;i jt denotes
the maximum blocked malicious flow bandwidth in the country
i by country j in the defense coalition, which can potentially be
used by legitimate flow and V (b; j¢) is the corresponding social gain
generated by country i.
Repeated Interaction. The DDoS attack events occur at different
time with different src and dst. A state in the stochastic game is a
tuple y = (ddos, history) including the current DDoS attack event
and the whole history of past DDoS events and country actions.
At each state, the action of a country is to either join the defense
coalition (1) or not join (0). Each country i’s strategy is a function
si(y) that maps each possible state y to an action. Each country
aims to find an optimal strategy that maximizes its total payoff in
the long run,
[ee)
s; = argmax Z uir (G-it, si(xit)) (2)
Sio =1

where a_;; € XjeN,#ij[j is the joint action profile of all other
countries except for i. yj; is the state of i at time ¢. The state-
action space as well as the complexity to solve the game grows
exponentially with the number of countries in N.

3 CEDRIC DESIGN

We design a multi-agent system, Cedric, to simulate and solve the
DDoS defense game. By proper design of the credit assignment
mechanism, we give incentives for agents to cooperate efficiently
and achieve the most number of successful DDoS defenses with the
most social gain and the least cost, or equivalently, the most social
welfare.

Definition 3.1. (Social Welfare) The social welfare of a DDoS
defense game G = (N, &) is defined as

WG =3 Y e

t=1ieN

oo o ®3)
- Z Vase " 1(e) + Z Z (V(bir) = cit - air)
t=1 t=1ieN
where ) A
V(bi) = ) V(bije) 4
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Credit Mechanism. Agents have 2 roles in the DDoS defense game:
victim and helper. As a victim, an agent earns an immediate posi-
tive individual payoff in a one-shot DDoS defense. As a helper, an
agent earns an immediate negative individual payoff in a one-shot
DDoS defense. This kind of sometimes positive sometimes negative
immediate feedback, like stock, is hard to give useful insights to
guide agent behaviors and makes finding optimal strategy complex.
We propose to use credits to mediate the positive and negative
immediate individual payoff, i.e. let the victim compensate some
credits k to helpers to make individual payoffs of them positive
in each one-shot DDoS defense. The immediate reward an agent
receives in a one-shot DDoS defense is defined as its individual
payoff plus earned credits

thst
For a victim, k;; < 0. For helpers, kj; > 0.

“1(e) + V(bir) — cir - air + kit (5)

it = Wit + Kit =

2665

AAMAS 2023, May 29-June 2, 2023, London, United Kingdom

Credits would not appear or disappear out of thin air, but can
only be traded in the multi-agent system. The total rewards equal
the social welfare in each one-shot DDoS defense and the total
cumulative rewards equal the social welfare of the whole game G.

i Z rip = i Z(“it +Kit)

t=1ieN t=1ieN
(o]
= Z(Z Ujr + Z Kit) (6)
t=1 ieN ieN
=D D, it =SW(G)
t=1ie N

In an ideal agent strategy under the credit assignment mechanism,
the cumulative rewards and cumulative individual payoff are equal.

)

Reward Assignment. Cedric’s reward assignment is designed
based on the Shapley Value. The assignment is feasible and holds
nice properties about stability and fairness.

Definition 3.2. (Reward Assignment) In Cedric, the reward as-
signment for each agent i in the defense coalition G at time ¢ is

Z ICl!(g] - IC] - D!

CcG\{i} Gl
(SW(N,C U{i},t) - SW(N,C,1))

Tit =

®)

THEOREM 3.3. In Cedric, the formed defense coalition and the
corresponding reward assignment is feasible and fair in each DDoS
attack event. It is stable if the defense coalition is convex.

4 EXPERIMENTS

We model agents’ sequential decision processes as a multi-agent
reinforcement learning (MARL) process with event-triggered in-
teractions. For each agent, we adopt an independent Q-learning
framework, which learns the Q-value and optimal action at each
state. Different agents have different Q-tables and different strate-
gies. Especially, since the complexity of computing the Shapley
Value based reward assignment in equation (8) in each round of
DDoS defense can be a disaster in practice[4], we propose a sample-
based approach to approximate the Shapley Value based reward
following [8] and [5]. We implement a custom DDoS defense envi-
ronment in OpenAI Gym and conduct simulations based on Internet
topology and public DDoS attack records. The code is available at
this github repo.

5 CONCLUSION

In this paper, we formulate a stochastic game among countries
to analyze incentives in global collaborative DDoS defense. We
design a multi-agent system, Cedric, to simulate selfish countries’
strategies and propose to use credit to achieve efficient cooperation.
Cedric achieves nice fairness and stability properties theoretically
and reaches desired equilibrium empirically on over 7 years’ of
DDoS attack trace data.


https://github.com/lijiawei20161002/cedric
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