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ABSTRACT

Norm-governed virtual organizations define, govern and facilitate
coordinated resource sharing and problem solving in societies of
agents. With an explicit account of norms, openness in virtual or-
ganizations can be achieved: new components, designed by vari-
ous parties, can be seamlessly accommodated. We focus on vir-
tual organizations realised as multi-agent systems, in which human
and software agents interact to achieve individual and global goals.
However, any realistic account of norms should address their dy-
namic nature: norms will change as agents interact with each other
and their environment. Due to the changing nature of norms or due
to norms stemming from different virtual organizations, there will
be situations when an action is simultaneously permitted and pro-
hibited, that is, a conflict arises. Likewise, there will be situations
when an action is both obliged and prohibited, that is, an inconsis-
tency arises. We introduce an approach, based on first-order uni-
fication, to detect and resolve such conflicts and inconsistencies.
In our proposed solution, we annotate a norm with the set of val-
ues their variables should not have in order to avoid a conflict or
an inconsistency with another norm. Our approach neatly accom-
modates the domain-dependent interrelations among actions and
the indirect conflicts/inconsistencies these may cause. More gener-
ally, we can capture a useful notion of inter-agent (and inter-role)
delegation of actions and norms associated to them, and use it to
address conflicts/inconsistencies caused by action delegation. We
illustrate our approach with an e-Science example in which agents
support Grid services.

Categories and Subject Descriptors

1.2.4 [Artificial Intelligence]: Applications and Expert Systems—
Law; 1.2.11 [Artificial Intelligence]: Distributed Artificial Intelli-
gence—Multi-agent systems
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1. INTRODUCTION

Virtual organizations (VOs) facilitate coordinated resource shar-
ing and problem solving involving various parties geographically
remote [9]. VOs define and regulate interactions (thus facilitating
coordination) among software and/or human agents that communi-
cate to achieve individual and global goals [16]. VOs are realised as
multi-agent systems and a most desirable feature of such systems is
openness whereby new components designed by other parties are
seamlessly accommodated. The use of norms, that is, prohibitions,
permissions and obligations, in the specification and operation of
multi-agent systems (MASs) is a promising approach to achieving
openness [2, 4, 5, 6]. Norms regulate the observable behaviour of
self-interested, heterogeneous software agents, designed by vari-
ous parties who may not entirely trust each other [3, 24]. How-
ever, norm-regulated VOs may experience problems when norms
assigned to their agents are in conflict (i.e., an action is simulta-
neously prohibited and permitted) or inconsistent (i.e., an action is
simultaneously prohibited and obliged).

We propose a means to automatically detect and solve conflict
and inconsistency in norm-regulated VOs. We make use of first-
order term unification [8] to find out if and how norms overlap in
their influence (i.e., the agents and values of parameters in agents’
actions that norms may affect). This allows for a fine-grained so-
lution whereby the influence of conflicting or inconsistent norms is
curtailed for particular sets of values. For instance, norms “agent
x is permitted to send_bid(ag,,20)” and “agent ag., is prohibited
from doing send_bid(y,z)” (where x,y, z are variables and ag,,
ag,, 20 are constants) are in conflict because their agents, actions
and terms (within the actions) unify. We solve the conflict by an-
notating norms with sets of values their variables cannot have, thus
curtailing their influence. In our example, the conflict is avoided if
we require that variable y cannot be ag, and that z cannot be 20.

This paper is organized as follows. In the next section we pro-
vide a minimalistic definition for norm-regulated VOs. In section 3
we formally define norm conflicts, and explain how they are de-
tected and resolved. In section 4 we describe how the machinery
of the previous section can be adapted to detect and resolve norm
inconsistencies. In section 5 we describe how our curtailed norms
are used in norm-aware agent societies. In section 6 we explain
how our machinery can be used to detect and solve indirect con-
flicts/inconsistencies, that is, those caused via relationships among
actions; we extend and adapt the machinery to accommodate the
delegation of norms. In section 7 we illustrate our approach with
an example of norm-regulated software agents serving the Grid. In
section 8 we survey related work and in section 9 we discuss our
contributions and give directions for future work.
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2. VIRTUAL ORGANIZATIONS

Virtual organizations [17] allow various parties to come together
to share resources and engage in problem solving. This paradigm
has found strong applications in Web-service orchestration [14],
e-Science [16] and the Grid [9]. VOs, in their most generic formu-
lation, can be seen as coordination artifacts, allowing software and
human agents to engage in sophisticated forms of interaction.

We formally represent our VOs as finite-state machines in which
the actions of individual agents label the edges between discrete
states. This provides us with a “lowest common denominator’:
there are much more sophisticated, convenient and expressive ways
to represent interactions among agents (e.g., AUML [19] and elec-
tronic institutions [20], to name a few), but for the sake of gener-
alising our approach, we shall assume any higher-level formalism
can be mapped onto a finite-state machine (possibly with some loss
of expressiveness). We show in Figure 1 a simple VO graphically
represented as a finite-state machine'. The labels on the edges con-

p(X)

Y,z)s(A,B>

Figure 1: Sample VO as a Finite-State Machine

necting the states are first-order atomic formulae, denoted generi-
cally as ¢; they stand for actions performed by individual agents.
We define our virtual organizations as follows:

DEF. 1. Avirtual organization T is the triple (S, so, E, T') where
S = {s1,...,8n} is a finite and non-empty set of states, so € S
is the initial state, E is a finite set of edges (s,s',¢),s,s' € S
connecting s to s’ with a first-order atomic formula o as a label,
and T' C S is the set of terminal states.

Notice that edges are directed, so (s, t, @) # (¢, s, ). The sample
VO of Figure 1 is formally represented as Z = ({0, 1, 2}, 0, {(0, 0,
p(X))7 (0’ 1, q(Y1 Z))7 (11 2, S(A1 B)}) {2}> We assume an im-
plicit existential quantification on any variables in ¢, so that, for
instance, s(A, B) stands for 3A, B s(A, B).

VOs should allow for two kinds of non-determinism correspond-
ing to choices autonomous agents can make, viz., i) the one aris-
ing when there is more than one edge leaving a state; and ii) the
one arising from variables in the formulae ¢ labelling an edge, for
which the agent carrying out the action instantiates. These kinds
of non-determinism are desirable as they help define generic and
flexible coordination mechanisms.

Another important concept we use is the roles of agents in VOs.
Roles, as exploited in, for instance, [18] and [20], help us ab-
stract from individual agents and define a pattern of behaviour to
which any agent that adopts a role ought to conform. Moreover,
all agents with the same role are guaranteed the same rights, duties
and opportunities. We shall make use of two finite, non-empty sets,
Agents = {ag,, ..., ag,} and Roles = {ri,..., rm}, represent-
ing, respectively, the sets of agent identifiers and role labels. We
refer generically to first-order terms, i.e., constants, variables, and
(nested) functions as 7.

2.1 Semantics of VOs

The specification of a VO as a finite-state machine gives rise
to a possibly infinite set of histories of computational behaviours,
in which the actions labelling the paths from the initial state to a
final state are recorded. Although the actions comprising a VO are
carried out distributedly, we propose an explicit global account of
all events. In practice, this can be achieved if we require individual

1 , . . . ) .
We adopt Prolog’s convention [1] and use strings starting with a capital letter to
represent variables and strings starting with a small letter to represent constants.

agents to declare/inform whatever actions they have carried out;
this assumes trustworthy agents, naturally?.

In order to record the authorship of the action, we annotate the
formulae with the agents’ unique identification. Our explicit global
account of all events is a set of ground atomic formulae ¢, that
is, we only allow constants to appear as terms of formulae. Each
formula is a truthful record of an action specified in the VO. Notice,
however, that in the VO specification we do not restrict the syntax
of the formulae: variables may appear in them, and when an agent
performs an actual action then any variables of the specified action
must be assigned values. We thus define:

DEF. 2. A global execution state of a VO, denoted as =, is a
finite, possibly empty, set of tuples (a :r,p,t) where a € Agents
is an agent identifier, v € Roles is a role label, ¢ is a ground
first-order atomic formula, and t € IN is a time stamp.

For instance, (ag,: buyer, p(a, 34), 20) states that agent ag, adopt-
ing role buyer performed action p(a, 34) at instant 20. Given a VO
T = (S, so, E, T), an execution state Z and a state s € S, we can
define a function which obtains a possible next execution state, viz.,
hZ,Z,s) = EU {{ar, §,t)}, for one (s,s’, ) € E. Such func-
tion h must address the two kinds of non-determinism above, as
well as the choice on the potential agents that can carry out the ac-
tion and their adopted roles. We also define a function to compute
the set of all possible execution states, h*(Z,E,s) = {2 U {(a:
r,@,1)}(s, 5", ¢) € E}.

2.2 Norm-Regulated VOs

We advocate a separation of concerns whereby the virtual orga-
nization is complemented with an explicit and separate set of norms
that further regulates the behaviour of agents as they take part in
the enactment of an organization. The freedom of choice given to
agents (captured via the non-determinism of VOs, explained above)
must be curtailed in some circumstances. For instance, we might
need to describe that whoever carried out ¢ is obliged to carry out
', so that if there is a choice point in which ¢’ appears as a label
of an edge, then that edge should be followed.

Rather than embedding such normative aspects into the agents’
design (say, by explicitly encoding normative aspects in the agents’
behaviour) or into the VO itself (say, by addressing exceptions and
deviant behaviour in the mechanism itself), we adopt the view that
a VO should be supplemented with a separate set of norms that
further regulates the behaviour of agents as they take part in the
enactment of the organization. This separation of concerns should
facilitate the design of MASs; however, the different components
(VOs and norms) must come together at some point in the design
process. Our norms are defined as below:

DEF. 3. A norm, generically referred to as v, is any construct

of the form O .1, P10, or F .1, where T, 7' are either vari-
ables or constants and @ is a first-order atomic formula.
We adopt the notation of [18]: O, represents an obligation on
agent 7 taking up role 7’ to bring about ; we recall that 7, 7’ are
variables, constants and functions applied to (nested) terms. P.... ¢
and F ..o stand for, respectively, a permission and a prohibition
on agent 7, playing role 7’ to bring about (. We shall assume that
sorts are used to properly manipulate variables for agent identifiers
and role labels.

We propose to formally represent the normative positions of all
agents enacting a VO. By “normative position” we mean the “so-
cial burden” associated to individuals [12], that is, their obligations,
permissions and prohibitions:

2Non-trustworthy agents can be accommodated in this proposal, if we associate to
each of them a governor agent which supervises the actions of the external agent and
reports on them. This approach was introduced in [12] and is explained in section 5.
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DEFE. 4. A global normative state ) is a finite and possibly
empty set of tuples w = (V,tq,ta,te) where v is a norm as above
and tq,ta,te € IN are, respectively, the time when v was de-
clared (introduced), when v becomes active and when v expires,
td S ta < te-

It is worth noticing that we do not require the atomic formulae
of norms to be ground: there could be variables in them. We
assume an implicit universal quantification on the variables A, R
of norms Xa:r (for the deontic modalities X € {O,P,F}), so
that, for instance, P a.rp(X, b, ¢) stands for VA € Agents.VR €
Roles. AX.Pa.rp(X,b,c). We also refer to the tuples in Q as
norms.

Global normative states complement the execution states of VOs
with information on the normative positions of individual agents.
We can relate them via a function to obtain a norm-regulated next
execution state of a VOs, that is, g(Z,E,s,Q,t) = =/, ¢ stand-
ing for the time of the update. For instance, we might want all
prohibited actions to be excluded from the next execution state,
that is, g(Z,Z,s,Q,t) = ZU {{a:r,$,1)},(s,8",¢) € E and
(Fa:r@, ta, ta, te) & Q,ta < t < t.. We might equally wish that
only permitted actions be chosen for the next execution state. We
do not legislate, or indeed recommend, any particular way to reg-
ulate VOs. We do, however, offer simple underpinnings to allow
arbitrary policies to be put in place.

In the same way that a normative state is useful to obtain the
next execution state of a VO, we can use an execution state to up-
date a normative state. For instance, we might want to remove any
obligation specific to an agent and role, which has been carried
out by that specific agent and role, that is, f(Z,Q) = Q — Obls,
Obls = {(Oa:r, ta, ta, te) € Ql{a:r, @, t) € E}.

The management (i.e., creation and updating) of global norma-
tive states is an interesting area of research. A simple but useful
approach is reported in [11]: production rules generically depict
how norms should be updated to reflect what agents have done and
which norms currently hold. In this paper our focus is not to pro-
pose how (2’s should be managed; we assume some mechanism
which does that.

3. NORM CONFLICTS

We now define means to detect and resolve norm conflicts and
inconsistencies. We make use of the concept of unification [1, 8]
of first-order terms 7, i.e., constants, variables or (nested) functions
with terms as parameters. Initially we define substitutions:

DEF. 5. A substitution o is a finite and possibly empty set of

pairs x /T, where x is a variable and T is a term.

We define the application of a substitution as:
1. ¢- o = cfor a constant ¢
2.x-0=71-0ifz/T € o;otherwise z -0 =
3. p"(10,.--sTn) o =p"(T0-0,...,Tn - 0).
4 (Keyiryp) 0 = X(r1.0):(ro0) (0 - 0)
5. (Uyta, ta,te) -0 =((V-0),td, ta,te)

Where X generically refers to any of the deontic modalities O, P, F.
Unification between two terms 7, 7" consists of finding a substitu-
tion o (also called, in this context, the unifier of T and 7’) such
that 7 - 0 = 7’ - 0. Many algorithms have been proposed to solve
the unification problem, a fundamental issue in automated theorem
proving [8], and more recent work provides very efficient ways to
obtain unifiers. We shall make use of the following definition:

DEF. 6. Relationship unify(t, 7', o) holds iff there is a possi-
bly empty o such thatt -0 =7 - 0.

We also define the unification of atomic formulae as unify(p™ (7o,
ey Tn), " (70, - -, T1),0) which holds iff 7, - 0 = 7] - 0,0 <
i < n. The unify relationship checks if a substitution o is indeed
a unifier for 7, 7/ but it can also be used to find such o. We assume
that unify is a suitable implementation of a unification algorithm
which i) always terminates (possibly failing, if a unifier cannot be
found); ii) is correct; and iii) has a linear computational complexity.

3.1 Conflict Detection

A norm conflict arises when an atomic formula labelling an edge
in the VO, i.e. an action, is simultaneously permitted and prohib-
ited [13]. In this case, both norms are in conflict with regard to
their agents, roles and parameters (terms) of specific actions. We
propose to use unification to detect when a prohibition and a per-
mission overlap and to employ the unifier to resolve the conflict.
For instance, P a.rp(c, X) and F.pp(Y, Z) are in conflict as they
unify under 0 = {A/a, R/b,Y/c, X/d}). If, however, the vari-
ables in Fo.pp(Y, Z) do not get the values in o then there will be
no conflicts. We thus propose to annotate the prohibitions in 2
with unifiers, called here conflict sets, and use these annotations
to determine what the variables of the prohibition cannot be in
future unifications in order to avoid a conflict. Each prohibition
is henceforth regarded as having such an annotation, denoted as
((Fryirg®) © e, td, ta, te). Initially, this annotation is empty.

‘We propose to curtail the influence of prohibitions, thus giving
agents more choices in the actions they may perform. A similar
approach could be taken whereby permissions are curtailed, thus
limiting the available agents’ actions. Each of these policies is pos-
sible: we do not legislate over any of them nor do we give prefer-
ence over any. In this paper we are interested in formalising such
policies within a simple mathematical framework. A prohibition
can be in conflict with various permissions in €. We, therefore,
have to find the maximal set of conflicting pairs of permissions and
prohibitions in €2, by performing a pairwise inspection. This re-
quires identifying the substitution between two pairs of norms that
characterises a conflict. This is formally captured by the following
definition:

DEF. 7. A conflict arises between two tuples w,w’ € Q under
a substitution o, denoted as cflict(w,w’, o), iff the following con-
ditions hold:

I w= <(F71:‘r2§0) © Zm ta,ta, te>y W' = <P'r{:7§tp/1 ti‘lu t’a’ t{—:)

2. unify(mi, 1, 0), unify(r2, 79, o), and unify(p, @', o)

3 fte —te| < |ta — to
That is, a prohibition and a permission conflict (condition 1) if,
and only if, the agents and roles they apply to and their actions,
respectively, unify under o (condition 2) and their activation pe-
riods overlap (condition 3). Substitution o, the conflict set, uni-
fies the agents, roles and atomic formulae of a permission and a
prohibition. The annotation 3. does not play any role when de-
tecting conflicts, but, as we show below, we have to update the
annotation to reflect new curtailments to solve conflicts. For in-
stance, CﬂCt(<(Fa:bp(Y7 d)) © wv 1,3, 5)7 <PA=Rp(Cv X)¢ 2,3, 4>7
{A/a,R/b,Y/c, Z/X}) holds. We define below how we obtain
the set of conflicting norms of a normative state 2:

DEF. 8. The finite, possibly empty set of conflicting norms of a
normative state S, denoted as CFLS (), is defined as

CFLS(Q) = {{w,w’,0)|w,w’ € Q, cllct(w,w’, o)}
3.2 Conflict Resolution

A fine-grained way of resolving conflict can be done via unifica-
tion. We detect the overlapping of the norms’ influences, i.e. how
they affect the behaviours of agents in the VO, and we curtail the
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influence of the prohibition. We illustrate with Venn diagrams in
Figure 2 the overlap of norm influences (left) which characterises a
conflict and the curtailment necessary to resolve the conflict (right).
The illustration shows the space of possible values for p(X,Y") and

p(X,Y) p(X,Y)
Fa:pp(Y, Z) Fo.pp(Y, Z)
Pa:.rp(c, X) Pa:.rp(e, X)

Figure 2: Overlap of Influence (Left) and Curtailment (Right)

two portions of this space defining the scope of influence of norms
Pa:rp(c, X) and Fo.pp(Y, Z). The scope of these norms overlap,
illustrated by the intersection of boxes on the left, in actions with
values, for instance, (a, b, p(c,2)), ..., {a, b, p(c,n)). The curtail-
ment of the prohibition eliminates the intersection: it moves the
scope of the norm influence to outside the influence of the permis-
sion. If there were multiple overlaps among one prohibition and
various permissions, which is likely to happen, then the prohibition
will be multiply curtailed to move the scope of the norm to avoid
all intersections.

The algorithm shown in Figure 3 depicts how we obtain a conflict-
free set of norms. It maps an existing set €2 possibly with conflict-

algorithm conflictResolution (€2, Q")
input
output Q'
begin
Q:=Q
foreachw € Qs.t. w = ((Fa:r @) © B¢, ta, ta, te) do
if (w,w’, o) € CFLS(2) then Q' := Q' — {w}

end_for
foreachw € Q' s.t.w = ((Fr iry) © Se, ta, ta, te) do
T = U {00}

(w,w’ 0l )ECFLS(Q)

Q= (@ = {w}) U{((Fryiry ) © (S USYY) g, 80, te) }
end_for
end

Figure 3: Algorithm to Resolve Conflicts in a Set of Norms

ing norms onto a new set €’ in which the conflicts (if any) are
resolved. The algorithm forms 2’ as a set that is “conflict-free” —
this means that prohibitions are annotated with a conflict set that
indicates which bindings for variables have to be avoided.

Initially, ' is set to be €2. The algorithm operates in two stages.
In the first stage (first for each loop), we remove all conflicting
prohibitions w = ((Fa:r@) © X¢, ta, ta, te) with ground agent/role
pairs @ :7 and ground formulae ¢: the only way to resolve con-
flicts arising from such prohibitions is to remove them altogether,
as we cannot curtail a fully ground norm. In the second stage (sec-
ond for each loop), the remaining prohibitions in {2 are examined:
the set CFLS(2') contains all conflicts between permissions and
the remaining prohibitions in Q' represented as tuples (w,w’, o.),
with o/, representing the conflict set. As a prohibition may have
conflicts with various permissions, the set CFLS(2") may contain
more than one tuple for each prohibition. In order to provide an
that reflects all these conflicts for a specific prohibition, we have
to form 24X containing all conflict sets o, for a given prohibi-
tion w. The maximal set is used to update the annotation of the
prohibition.

It is important to explain the need for updating the conflict set
of prohibitions. Normative states change as a result of agents’ ac-
tions [11]: existing permissions, prohibitions and obligations are
revoked and/or new ones are put in place as a result of agents’ in-
teractions with the environment and other agents. Whenever new

norms are added we must check for new conflicts and inconsis-
tencies. If we only apply our algorithm to a pair consisting of an
old and a new norm, then some re-processing of pairs of old norms
(which were dealt with before) can be saved. The removal of norms
from the set 2 is dealt with efficiently: each permission to be re-
moved must be checked first for conflicts with any existing prohibi-
tion (re-processing can be avoided if we record the conflict, instead
of detecting it again). If there is a conflict, then the conflict set will
have been recorded in the prohibition’s annotation; this conflict set
is thus removed from the prohibition’s annotation. The removal
of obligations follows a similar process. Prohibitions are removed
without the need to consider their relationships with other norms.

Our algorithm is correct in that it provides, for a given €2, a new
Q' in which i) all ground prohibitions which conflict with permis-
sions have been removed; and ii) all remaining annotated prohi-
bitions ((F,..»@) ® X¢,ta, ta,te) will not unify with any of the
permissions in ', provided the unifier does not appear in ... The
first requirement is addressed by the first for each loop, which does
precisely this: it removes all ground prohibitions which unify with
an obligation. The second requirement is addressed by the second
for each loop: each prohibition has its annotation . added with
LMAX thus accommodating the unifiers from all permissions that
unify with the prohibition. It is easy to see that the algorithm al-
ways terminates: each of its two loops go through a finite set, pro-
cessing one element at a time. The set CFLS((2) is computed in
a finite number of steps as are the set operations performed within
each loop. The algorithm has, however, exponential complexity”,
as the computation of CFLS () requires a pairwise comparison of
all elements in €.

We illustrate our algorithm with the following example. Let there
be the following global normative state 2:

{ ((Fa:rp(X,Y)) ®{},2,2,9), (Pa:rp(a,b),3,4,8), }
((Fa:rp(a,b)) © {},2,4,12) (Pa:rp(d, e),3,4,9),

The first loop removes the ground prohibition, thus obtaining the
following §)':

{ ((Fa:rp(X,Y)) © {},2,2,9),

(Pa:op(c, d), 3,4,8), }
(Pe.rp(g, h),3,4,9)

We then have the following set of conflicting norms CFLS(Q'):

((Fa:rp(X,Y)) ©{},2,2,9)\ /(Fa:rp(X,Y))®{},2,2,9),
<<Pa:bp(cad>:31418>v >,<<Pe:fp(9, h),3,4,9), >
{A/a,R/b, X/c,Y/d} {A/e,R/f, X/g,Y/h}

For each prohibition w € Q' we retrieve all elements from (w, w’,
o) € CFLS(Q') and collect their o’s in 224X The final ' is

thus:
firemc om0 1 5/ x|

(Pa:rp(a,b),3,4,8), (Pa:rp(d, €), 3,4,9),

The annotated set of conflict sets should be understood as a record
of past unifications, which informs how prohibitions should be used
in the future in order to avoid any conflicts with permissions. We
show in Section 5.1 how annotations are used by norm-aware agents.

4. NORM INCONSISTENCIES

If a substitution o can be found that unifies an obligation and
a prohibition, then a situation of norm inconsistency occurs [13].
The obligation demands that an agent performs an action that is
forbidden. We can reuse the machinery, introduced above for re-
solving conflicts between permissions and prohibitions, in order to
a) detect and b) resolve such inconsistencies. With Definition 7, we

The combinatorial effort is not necessary anymore if instead we maintain a set of
norms conflict-free: each time a new norm is to be introduced then we compare it with
the existing ones, thus making the maintenance process of linear complexity.
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express the nature of a conflict between a prohibition and permis-
sion. Similarly, a situation of inconsistency can be defined reusing
this definition and replacing the P deontic modality with O. We can
reuse the machinery for conflict resolution, developed previously,
for resolving inconsistency. The conflict resolution algorithm can
be applied without change to accumulate a maximal conflict set
Y MAX for each prohibition in €2 that unifies with obligations.

5. NORM-AWARE AGENT SOCIETIES

‘We now describe how our norm-regulated VOs give rise to norm-
aware agent societies. We address open and heterogeneous MASs:
we accommodate external agents by providing each of them with
a corresponding governor agent [12]. This is a kind of “chaperon”
that interacts with an external agent, and observes and reports on its
behaviour. We show our architecture in Figure 4 below: a number

External Governor
Agents Agents

= | gov, | <

Tuple Space

(T,s 2, Q) |->|(I,s’,E’,SZ’) |->

ag, | = [gm/n ] <~

Figure 4: Architecture for Norm-Aware Agent Societies

of external agents interact (denoted by the “=”) with their cor-
responding governor agents. The governor agents have access to
the VO description Z, the current state s of the VO enactment, the
global execution state = and the global normative state 2. Gov-
ernor agents are able to write to and read from (denoted by the
“4=") a shared memory space (e.g., a blackboard-like solution
implemented as a tuple space), updating the global configuration
(denoted by the “~~") to reflect the dynamics of the VO enactment.
Governor agents are necessary because we cannot anticipate or leg-
islate over the design or behaviour of external agents. We depict be-
low how the pairs of governor/external agents work together: any
non-deterministic choices on the VO are decided by the external
agent; any normative aspects are considered by the governor agent.
The governor agent represents the external agent within the VO.

As such, it has the unique identifier of the external agent. The gov-
ernor agent keeps an account of all roles the external agent is cur-
rently playing: in our VOs, it is possible for agents to take up more
than one role simultaneously. We define in Figure 5 how governor
agents work — we use a logic program for this purpose. We show

1 main(Id, Roles) «—

2 get_tuple((Z, s, Z,Q))A

3 terminate(/d, Roles,Z, =, Q)

4  main(/d, Roles) «—

5 get_tuple((Z, s, Z,Q))A

6 filter norms(Id, Roles, 2, Qq)A

7 discussmorms(Id, Roles,Z, s, =, 4, Actions)A\

8 update_tuple(Roles, Actions, NewRoles)A

9 main(/d, NewRoles)

Figure 5: Governor Agent as a Logic Program

the lines of our clauses numbered 1-9. The first clause (lines 1-3)
depicts the termination condition: get_tuple/1 (line 2) retrieves
(Z, s, 2, Q) from the shared tuple space and terminate/4 checks
if the current VO enactment (recorded in =) has come to an end.
The team of governor agents synchronise their access to the tuple
space [12], thus ensuring each has a chance to function.

The second clause (lines 4-9) depicts a generic loop when the
termination condition of the first clause does not hold. In this case,
the tuple is again retrieved (line 5) and the governor agent proceeds
(line 6) to analyse the current global normative state {2 with a view
to obtaining the subset 27 C € of norms referring to agent Id
under roles Roles. Predicate filter norms/4 collects the norms
which apply to agent /d (the governor agent’s external agent). In

line 7 the governor agent, in possession of the applicable norms as
well as other relevant information, interacts with the external agent
to decide on a set of Actions which are norm-compliant — these
actions will be used to update (line 8) the global execution state =.
In the process of updating the state of execution, a new set of roles
must be assigned to the external agent, represented as NewRoles.
The governor agent keeps looping (line 9) using the identifier for
the external agent and its new set of roles.

5.1 Using Annotated Norms

‘We now explain how annotated norms are used by norm-aware
agents. We do so via the definition of predicate check/2, which
holds if its first argument, a candidate action (in the format of the
elements of = of Def. 2), is within the influence of an annotated
prohibition w, its second parameter. The definition, as a logic pro-
gram, is shown in Figure 6. It checks (line 4) if the agent identifier
check(Action,w) «—

Action = (a:r, @, t)A

w = ((Fry:rg®) © Xe¢, ta, ta, te) A

unify(a, 71, 0) A unify(r, T2, 0) A unify (@, ¢, o)A

forall(o’, (0c € B¢, unify(oe,0,0’)), MGUSs)A

MGUs = QA

ta <t <te

B N T

Figure 6: Check if Action is within Influence of Curtailed Norm

and role of the action unify with the appropriate terms 71, 72 of w
and that the actions ¢, ¢ themselves unify, all under the same uni-
fier o. It then verifies (lines 5-6) that o does not unify with any of
the conflict sets in X.. Finally, in line 7 it checks if the time of the
action is within the norm temporal influence.

The verification of non-unification of ¢ with any element of X
deserves an explanation. The elements of . are unifiers stating
what values the variables of the norm cannot have, that is, they
represent “gaps” in the original scope of the norm’s influence. The
test thus equates to asking if the action is outside such gaps, that is,
the action is within the curtailed scope of influence of the norm.

6. ACTION CONFLICT & INCONSISTENCY

In our previous discussion, norm conflict and inconsistency were
detected via a direct comparison of the atomic formulae represent-
ing the action. However, conflicts and inconsistencies may also
arise indirectly via relationships among actions. For instance, if
p(X') amounts to ¢(X, X), then norms P.a.gp(X) and Fa.rq(X,
X)) are in conflict since P 4.zp(X) can be rewritten as P a;rq(X,
X) and we thus have both P.rq(X, X) and Fa:rq(X, X). In
the discussion below we concentrate on norm conflict, but norm
inconsistency can be dealt with similarly, if we change the deontic
modalities P for O.

Relationships among actions are domain-dependent. Different
domains have distinct ways of relating their actions; engineers build
ontologies to represent such relationships. We propose a simple
means to account for such relationships and show how these can
be connected to the mechanisms introduced above. Rather than
making use of sophisticated formalisms for ontology construction,
we employ a set of domain axioms, defined below:

DEF. 9. The domain axioms, denoted as A, are a finite and pos-
sibly empty set of formulae o — (¢ A+ -+ Ay) where p, 05,1 <
i < n, are atomic first-order formulae.

Our example above can be captured by A = {(p(X) — ¢(X, X)),
(¢(X, X) — p(X))}. By explicitly representing and manipulating
domain knowledge we achieve generality: the very same machin-
ery can be used with different domains. A set of norms can have
different conflicts and inconsistencies, for distinct domains of ap-
plication.

636 The Sixth Intl. Joint Conf. on Autonomous Agents and Multi-Agent Systems (AAMAS 07)



We now revisit Def. 7 and augment it to account for action re-
lationships. We do so via the logic program of Fig. 7, defining
predicate cflct A (Q, w, ', o): it holds iff an indirect conflict arises
between an annotated prohibition w € 2 and a set of permissions
Q' C Q under a set of domain axioms A and a substitution o.
Clause 1 (lines 1-5) addresses the base case, when the action of the

1 cfleth (Q,w, ', 0) «—

2 W:((F‘r1:r’24p)®2cytdata7te>/\

3 w EQAwW :(PT{:Tétp',t;,t;,t;)/\Q’:{w'}/\
4 unify(ri, 7, 0) Aunify(ra, mhy o) A unify(e, @ o)A
S P

6 cflct) (Q,w,Q,0) —

7 w = ((Friirg¢) © Xe, ta, ta, te) A

8 (¢ = (LA Npp)) €A

o unify(e, @, )N

10 :":1"-)«’;: <((F7'1=7'2<P;)'U)®267td»tavt6>

11 AP eflct) (Q,w], Q, 04)A

12 Q = ?21 SZ;/\

13 o=Ui_, 0i
Figure 7: Detection of Indirect Norm Conflicts

given annotated prohibition w € (2 matches the action of a per-
mission w’ € § under o — the additional conditions on o and time
constraints are the same as those of Def. 7. Clause 2 (lines 6-12) ad-
dresses the general recursive case: if the prohibited action ¢ unifies
(line 9) with ¢’ of a domain axiom (¢’ — (P1 A---App))) € A
(line 8), then we build (line 10) new w}s with the ¢} on the right-
hand side of the axiom — notice that any unifications between ¢ and
' are preserved on the }s via substitution o (applied to each ).
In step 11 we recursively find the conflicting norms for all actions
@1 A+ Al (line 10), assuming they are prohibited along the lines
of ¢. The final resulting 2’ is the union of the sets ; recursively
computed (line 12) and the final resulting o is the union of the o;’s
(line 13).

It is interesting to notice that the domain axioms can be made
very precise. For instance, if p(a, X) — q¢(a, f(a, X),X) is a
domain axiom and we are dealing with prohibition F..p(b, 2), then
actions p(b, 2) and p(a, X)) would not unify and an indirect norm
conflict would not be possible. If, on the other hand, we had a
prohibition Fa..p(Y, Z), then we should be looking for an indirect
conflict with prohibition Fq.rq(a, f(a, Z), Z).

6.1 Delegation between Roles

‘We can extend the set of domain axioms above to deal with con-
flicts and inconsistencies of norms when delegation of actions be-
tween roles takes place. For such situations, we introduce a spe-

-

cial logical operator - (1 A=+ A ) to represent that
agent 71 adopting role 72 can transfer any norms on action ¢ to
agent 7; adopting role 75 which should carry out actions ¢} A
-+« A ¢, instead. We formally capture the meaning of this op-
erator by adapting the 2nd clause of our logic program to detect
indirect norm conflicts above, which will become as shown in Fig-
ure 8. In step 8 we obtain one domain axiom with an agent/role
6 cflct i (Q,w, ', 0) —

7 W = ((Fryira®) © e, tas tas te) A
i iy ,
8 (¢ —"—=(P A Npp)) €A ,
9 unify (e, @', o) A unify(r1, 7, 0) A unify(r2, 75, o)A

10 ALy wi ={((Frp oy ei) - 0) © e, ta, tas te)

11 AP eflet ) (Q,w), Qf, 04)A

12 Q' =Ul, QA

13 o=Ui_ 0

Figure 8: Detection of Conflicts caused by Delegation

delegation and on step 9 we check the axiom applies (i.e. unifies)
with the prohibition w. Step 10 “translates” w using the axiom:
not only new actions have to be checked, but these will be asso-
ciated via norms to possibly different agent/role 71" : 5. Steps

11-13 are as before. For instance, if w = ((Fa.-p(X,2)) ® X, 20,
20,40) and (p(Y,Y)=“E=E(q(Y) A r(Y,Y))) € A, then steps
7-9 above would yield wi = ((Ferq(2)) © X, 20, 20,40) and
why = ((Fe:rr(2,2)) ® e, 20, 20, 40) — the transfer of prohibition
would be specialised to the individual agent a adopting role r.

7. EXAMPLE: AGENTS FOR THE GRID

Service provision for e-Science using Grid infrastructure must be
based on agreements to regulate the use of Grid services. When ser-
vice consumers and providers engage, they have to establish agree-
ments that regulate their interaction — specific obligations, prohibi-
tions and rights have to be put in place in order to specify what the
normative position of the partners in such a transaction will be. For
example, a service provider will request payment that introduces a
financial obligation on a user and, at the same time, gives the user
rights to access the service for a certain period.

In order to illustrate these issues, we choose a scenario where
the Principal Investigator (PI) of a research project has to analyse
data as a specific research task. We assume that a contract exists
between the PI and the funding body that introduces certain restric-
tions and obligations. We assume further that both PI and fund-
ing body are represented as agents operating on the Grid and that
this contract is available in an electronic form that guide the be-
haviour of these agents. We assume that the PI (formalised as role
pe) is represented by a special Research Support Agent (denoted as
rsa) to which the PI delegates the task to perform the data anal-
ysis. We also assume that the Research Support Agent does not
have the capability to perform the data analysis task and, therefore,
has to outsource this activity. For this, it has to find a Grid service
that can perform the required data analysis. We assume that the
contract with the funding body states that (a) it is forbidden that
project funds be used for outsourcing tasks and (b) that data used
must not be disclosed. Elements of contract C' are illustrated be-
low, using the notation introduced previously (we assume tq, ta, te
are, respectively, 1, 1, 1000 throughout the example):

(Frsa:pi claim(X), 1,1,1000)
(Prsa:pi claim(staff -costs), 1,1,1000)
C = (Prsa:pi claim(travel), 1, 1,1000)

rsa:pi T€port_experiment(rsa, D), 1,1,1000)
(Fx.y publish(D), 1,1, 1000)

7.1 Resolving Norm Conflicts

The first three norms represent aspects of the financial require-
ments of the agent taking on the principal investigator role. All
claims are prohibited (norm 1) with the exception of a number of
specific types of item: staff costs (norm 2) and travel costs (norm
3) are itemised here. In addition, an obligation is stated that re-
quires the PI to report about the experiment as well as a prohibition
for anybody to publish data. The last norm is a basic prohibition,
forbidding any agent in any role to publish data. The norms above
are in conflict and we use our machinery to obtain a conflict-free
version C” of it, in which only the first prohibition is curtailed:

(s ctaim(x)) o {00l 11 1000)

(Prsa:pi claim(staff -costs), 1,1, 1000)
(Prsa:pi claim(travel), 1,1,1000)
(Orsa:pi report_experiment(rsa, D), 1,1, 1000)
(Fx:.y publish(D), 1, 1,1000)
7.2 Delegating Activities
In our example two Grid services are made available by two po-
tential subcontractors for the execution of the data analysis task:

e a public non-profit organization provides a free service, but
requires the disclosure of data in a public repository;

e a private commercial organization provides the service with-
out the need for disclosure, but requests a payment.
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These conditions of use can be expressed as norms in our formal-
ism. The terms of the service, provided by the public non-profit
organization, are:

N1 = {(O.4.r publish(D'), 1,1, 1000)}
That is, according to the terms of conditions of the public service,
the input data have to be published. The terms of the service of the
private commercial organization, on the other hand, are:

Ny = {(Oa:r pay(fee),1,1,1000)}

That is, whoever uses their service is obliged to pay a fee. The
Research Assistant Agent has to choose which service to use. Each
case introduces a new obligation with inconsistencies, explained
below.

7.3 Inconsistency Resolution

If the public Grid service is chosen, then the set N1, containing a
new obligation, is introduced. The set C’" U N, contains an incon-
sistency: the obligation to publish overlaps with the influence of the
prohibition to publish. Our machinery copes with this, completely
curtailing the prohibition and giving rise to a new set C"’:

((Freasps claim(X)) ® {{X{jgfgazzgs}} .1,1,1000)

Prsa:pi claim(staff -costs), 1,1, 1000)
Prsa:pi claim(travel), 1, 1,1000)

rsa:pi Teport_experiment(rsa, D),1,1,1000)
(Fx:y publish(D)) ® {{D/D'}},1,1,1000)

o =

The pair D/D’ expresses that variable D cannot be bound to any-
thing (since D’ is a free variable).

7.4 Indirect Inconsistency Resolution

If the private service is chosen, then the set N> is introduced. By
forming the set C' U N2, we introduce an indirect inconsistency.
Set C” expresses a general prohibition to claim expenses, curtailed
by a set of specific permissions that allow the spending of money
for staff and travel. Intuitively, we know that an obligation to pay
a fee for a service generates an inconsistency, because the original
contract does not allow such a claim. This can be represented with
the domain axiom

A = {pay(X) 222 claim(X)}
That is, the axiom states that to pay for something amounts to
claiming it. By applying the indirect conflict/inconsistency detec-
tion mechanism of Figure 8, we extend the annotation of the pro-

hibition in the contract, thus further curtailing it and producing a
c3:

{X/staff -costs},
((Frsa:pi claim(X)) ® {X/travel}, ,1,1,1000)
{X/fee}
(Prsa:pi claim(staff _costs), 1,1,1000)
(Prsa:pi claim(travel), 1,1, 1000)
(Orsa:pi report_experiment(rsa, D), 1,1, 1000)
{((Fx.y publish(D)) ® {{D/d1}},1,1,1000)

It is interesting to notice that the annotation on the first norm above
solves conflicts as well as inconsistencies.
7.5 Solving Conflicts arising from Delegation

Our example also exploits conflicts arising from delegation among
agents/roles. Let there be the following domain axioms:
A:R A:R

pay(X)=——claim(X)
A:R AR

report_experiment(A, E, D) do_exp(A, E, D)
Aipi Aipi

Pl Ap send(A, exp, e1, D)

. It

Mvreceive(A’, R',A,E,D)

send(A, R, E, D)
. - AR’ AR’ (analyse(A’,E,D,S)A\
receive(A’,R', A, E, D)= ( send(A, A’, S)

The set A contains axioms that describe how the Research Assis-
tant Agent can fulfil its obligation to report the result of an experi-
ment. As the domain axioms show, there is a relationship between
the action report_experiment and do_exp. An additional axiom
tells us that the action do_exp leads to the sending of experimen-
tal data to one of the chosen Grid services of subcontractors. The
domain axiom
send(A,R', E, D)%% AI:R,receive(A/, R',A,E,D)

shows the delegation of activities from the agent responsible for the
data analysis to a subcontractor for actually performing the experi-
ment. The rest of the domain axioms describe how a subcontractor
performs an experiment and sends back results upon receiving such
a request. According to the detection process depicted in Figure 8,
the obligation to perform a specific task is transferred to related ac-
tions via the domain axioms. For example, the obligation to report
experimental results gives rise to an obligation to perform the ac-
tion do_exp and, continuing in this transitive fashion, obligations
for all the related actions as described before. Due to the dele-
gation step, obligations also arise for the partner agents. These
obligations, in their turn, may interfere with prohibitions held by
the collaborating agents and may have to be dealt with in the same
way.

8. RELATED WORK

Socio-philosophical studies on norms and agents highlight the
importance of norms in agent behaviour, e.g., [5] and [26], or anal-
yse the emergence of norms in multi-agent systems, e.g., [27] and
[25]. On the other hand, logic-theoretic contributions focus on the
deontic logics required to model normative modalities along with
their paradoxes, e.g., [6] and [24]. The last few years, however,
have seen significant work on norms in MASs.

Formal attributes of legal systems such as consistency and gen-
erality are specific interests in legal philosophy and legal theory.
These formal attributes are studied in the context of jurisprudence
and are also a concern in the application of computer science and
artificial intelligence in the law-making process [7, 23]. Incon-
sistency in law is an important issue and legal theorists use a di-
verse set of terms such as, for example, normative inconsisten-
cies/conflicts, antinomies, discordance, etc., in order to describe
this phenomenon.

There are three classic strategies for resolving deontic conflicts:
legis posterior (the most recent norm takes precedence), legis supe-
rior (the norm imposed by the strongest power takes precedence)
[15], and legis specialis (the most specific norm takes precedence).
‘We notice that our approach to resolving norm conflict and incon-
sistency can be combined with any of these. Additionally, legis pos-
terior and specialis can be operationalised in our approach via the
explicit manipulation of conflict sets — legis posterior for instance,
can be implemented by distributing the conflict sets between both
norms (reflecting their chronology).

In [10] the authors give algorithms for the classic strategies to
resolve conflicts among normative positions of agents. That work
also addresses interdependence among actions (named “compound
activities”). It is not clear what the complexity of their algorithms
is; additionally, the algorithms make use of an information model
that some may regard as complex. The work presented in [13] dis-
cusses these kinds of strategies as well, also proposing conflict res-
olution via negotiation with a norm issuer. Our proposed mecha-
nism for conflict resolution of norms has been sketched in [13], but
only informally, using instantiation graphs — their high computa-
tional complexity only allow simple scenarios to be addressed. Ad-
ditionally, that work only contemplates individual norm-compliant
agents, and not an organizational infrastructure for open MASs
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In [7] we find an analysis of different normative conflicts (albeit
an informal one, in spite of its title) in which the authors suggest
that a deontic inconsistency arises when an action is simultaneously
permitted and prohibited — since a permission may not be acted
upon, no real conflict actually occurs. The situations when an ac-
tion is simultaneously obliged and prohibited are, however, deontic
conflicts, as both obligations and prohibitions influence behaviours
in a conflicting fashion. We notice that our approach to detect-
ing deontic conflict/inconsistency can capture the three forms of
conflict/inconsistency of [21], viz. total-total, total-partial and in-
tersection: these are special cases of the intersection of Figure 2,
respectively, when the permission entails the prohibition, when the
prohibition entails the permission and when they simply overlap.
Finally, we notice that the world knowledge explained in [7], re-
quired to relate actions, can be formally captured by our indirect
norm conflicts depicted in Section 6.

The curtailment of norms can be related with work on default
reasoning [22]: the interpretation of the defeasible inference op-
erator A = B, that is, “if A holds and it can be consistently as-
sumed that B holds, then B holds” is precisely what we achieve
with our conflict sets, but in a fine-grained fashion. More formally,
v ® Y. = v - o iff o does not unify with any of the elements in
Yc: individual values for variables are exceptions to the rule.

9. CONCLUSIONS & FUTURE WORK

We have introduced a fine-grained approach to resolving norm
conflict (i.e., when an action is simultaneously prohibited and per-
mitted) and inconsistencies (i.e., when an action is simultaneously

prohibited and obliged) in norm-regulated virtual organizations (VOs).

We addressed a generic (albeit simple) finite-state based formu-
lation of VOs and complemented this model with an explicit ac-
count of the normative positions of agents taking part on the enact-
ment of a VO, thus defining an expressive class of norm-regulated
multi-agent systems. We have presented an algorithm (with aux-
iliary definitions) to examine a set of norms and obtain a conflict-
and inconsistency-free version of it, and have discussed our algo-
rithm’s termination, correctness and complexity. We can say our
approach is fine-grained as it allows conflicts and inconsistencies
to be resolved down to the level of individual agents and roles and
particular values of actions’ parameters.

Our proposal hinges on first-order unification, a fundamental fea-
ture of automatic theorem proving. Although we do not commit
ourselves to any particular unification algorithm, we do rely on the
termination, correctness and linear complexity of such procedures.
Our proposal uses unification to precisely detect if and when norms
conflict or become inconsistent; we use the substitution which uni-
fies the conflicting (or inconsistent) norms as annotations, thus sav-
ing the effort to compute the complement set of values variables
may have in order to avoid the conflict (or inconsistency). We also
proposed an architecture to utilise the annotated norms, thus en-
dowing a society of agents with norm-awareness. Our approach
neatly accommodates domain axioms relating actions: as a result
we can detect indirect norm conflicts and inconsistencies due to ac-
tions being mapped to (conjunctions of) other actions. We can also
account for delegation of actions among agents and roles, and via
this we can capture delegation of norms, and their potential con-
flicts and inconsistencies.

‘We would like to extend our approach to cope with arbitrary con-
straints associated to actions. These constraints restrict the possible
values for variables, thus conferring more precision, expressiveness
and realism to norms. We would like to address, for instance, a
prohibition such as “agent A adopting role R can perform action
p(X,Y), provided X > Y + 20”. When such arbitrary constraints

become part of norms, the unification (and hence conflict and in-
consistency detection) must check if they overlap, that is, if they
admit one possible solution. The curtailment could be reinstated as
a manipulation of constraints.
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