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ABSTRACT

This paper presents a protocol for agents engaged in argumentation
over access to information sources. Obtaining relevant informa-
tion is essential for agents engaged in autonomous, goal-directed
behavior, but access to such information is usually controlled by
other autonomous agents having their own goals. Because these
various goals may be in conflict with one another, rational inter-
actions between the two agents may take the form of a dialog, in
which requests for information are successively issued, considered,
justified and criticized. Even when the agents involved in such dis-
cussions agree on all the arguments for and the arguments against
granting access to some information source, they may still disagree
on their preferences between these arguments.

To represent such situations, we design a protocol for dialogs be-
tween two autonomous agents for seeking and granting authoriza-
tion to access some information source. This protocol is based on
an argumentation dialog where agents handle specific preferences
and acceptability over arguments.
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1.2.11 [Computing methodologies]: Artificial intelligence—Dis-
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1. INTRODUCTION

In this paper, we show how two agents, a client and a server, may
dialog so that the client tries to get access to information held by
the server while the server tries to convince the client that it cannot
give it the access. In that context, gaining access to information
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can be viewed as an argumentation dialog [11, 10] where agents
exchange arguments and counter-arguments in order to set common
agreements about authorizations. Agents present arguments which
represent their own point of view, i.e. arguments they consider as
the more persuasive.

Multi-agent dialog based on argumentation [10, 12, 13] for infor-
mation-seeking as well as preference-based argumentation systems
[2, 1, 3] have already been studied. Preferences over arguments
help agents to characterize their own acceptable arguments which
represent the foundation on which agents accept or not to change
authorizations: that is, agents controlling access to information
consider to be convinced as long as their acceptable arguments
against giving permission have not been sufficient to convince their
opponent.

There are very few papers dealing with the problem of how agents
may control the access [4, 5] in the context of an argument-based
dialog framework. None of them describes this process in the con-
text of an explicit link between permissions and arguments for and
against these permissions. This explicit link enables agents to jus-
tify why they provide or do not provide information.

Based on this link, we propose a persuasion dialog protocol for
access authorization. A key issue is that the client and the server
select and evaluate the received arguments according to their own
notion of acceptability: for instance if the server handles prefer-
ences over arguments, it evaluates if the received argument is more
convincing than the arguments that backed the refusal of access.
The contribution brought is twofold: a description of the different
steps that may occur in the dialog and a semantics of the protocol
in terms of multiple preference-based argumentation systems.

The paper is organized as follows. Section 2 presents how to link
permissions and arguments. Section 3 describes the protocol that
rules the dialog. We conclude the paper in section 4.

2. PERMISSIONS AND ARGUMENTS

In this section we describe the concepts of access rights and ar-
gumentation which help us to specify the persuasion process.

First we give some preliminaries. Let Ag be the set of agent iden-
tifiers (id). In the following an agent id is represented by a lower
case Roman letter (z, v, ...). We assume the information requested
is identified by lower case Greek letters (¢, v...). This information
may be any of: a data record (e.g., one patient’s record); a database
(e.g., records of many patients); or even the protocol for another
dialog (e.g., a client may first request a server to enter into a second
dialog, which requires authorization to engage in).
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2.1 Access to information

The permission a participant y has to access the content of infor-
mation ¢ is denoted by a function perm(y, x, ¢): perm(y, x, ¢) =
1 (respectively 0) stands for agent y can give (respectively cannot
give) to agent x the content of information ¢.

Permission is closely linked to the notion of control. An agent
can define permissions about information ¢ only if it actually con-
trols the access to ¢. In the following we represent this notion
of control through a function control which associates agents and
pieces of information: control : Ag — 2. By splitting con-
trol and permission we avoid the problem that an agent gives itself
permissions to all pieces of information.

2.2 Argumentation framework

In our proposal we require an argumentation framework that en-
ables agents to share the same set of arguments and the same defeat
relation between arguments. In addition, each agent should be able
to determine its own set of acceptable arguments. Arguments and
defeat relation can be represented using the system proposed by
[8]. Handling preferences over arguments is one of the simplest
way for representing different points of view over the same set of
arguments. [1] has presented an extension of [8] that takes into
account a unique preference relation. [3] has presented another ex-
tension where values are associated to arguments and each agent
defines its own set of preferences over these values, and thus over
arguments. Work has also already been done to characterize ac-
ceptable arguments in the context of multiple preference relations
[2]: these works show how to integrate the different relations into a
new and unique resulting relation.

In our context, we do not need to integrate all specific preference
relations into a single one nor we need to specify how preferences
are defined: our aim is rather to define a framework where an agent
facing an argument can propose a counter-argument based on its
preferences which it deems acceptable. At this stage, we do not
need either to enforce the usage of a specific notion of acceptabil-
ity. Hence each agent evaluates the set of arguments w.r.t. its own
notion of acceptability and its own set of preferences: the accept-
ability relation combined with the preferences represents the first
part of its policy for permission negotiation (the second part is rep-
resented by the protocol—see section 3). Formally, we obtain the
following definition:

Definition 1 (MPAF) A Multiple preference-based argumentation
framework (MPAF) is a tuple (Arg, R, U%Ag >4, acceptable)
where: Arg is a set of arguments, R is a defeat relation (® C
Arg x Arg), UwEAg >4 Is a set of preference relations s.t. >4
stands for the preference relation associated to agent x and each
relation >, is a partial pre-order, and acceptable is a function
which maps agent ids to a subset of Arg which characterizes ac-
ceptability (acceptable : Ag — 2"78); acceptable(x) stands for
the acceptable set of arguments associated to agent x. Each set
acceptable(z) is a subset of Arg defined w.r.t. the defeat relation
R and preference relation > ;.

The sets of acceptable arguments may be defined by using seman-
tics which characterize the policy of the access control. For in-
stance, in a context where information is sensitive the notion of
acceptability will be restrictive, whereas a standard notion of ac-
ceptability such as the semantics of [8] or [1] may be considered
in a context where information has not a high level of confidential-
ity. A usage of a specific acceptability notion based on [8, 1] is
presented in [6].

2.3 Linking Arguments and Permissions

In order to connect permissions and arguments, the notion of
an argued permission is defined. An argued permission is a tuple
(A,y,x,p,t) s.t. Ais an argument, y and x are agent ids, ¢ is
an information and ¢ is the value of the permission (¢ € {0,1}).
(A,y,x,p,) stands for: Agent y has the argument A in favor
(¢ = 1) or against (¢ = 0) giving permission to agent x to obtain
information ¢.

In fact, it is possible for agent y to consider arguments in favor
of giving permission to = about ¢ and at the same time arguments
against the same permission. For instance, an agent should not
give access to its password for security reason (argument against
the permission) and at the same time it may provide it in emer-
gency (argument in favor of the permission). It follows that there
is no redundancy to consider a function that describes permissions
and arguments in favor or against permissions. However we have
to enforce some constraints on permissions by introducing the no-
tion of consistent permission. We claim that a permission defined
by agent y about agent = and information ¢ is consistent with a set
of argued permissions if (i) y has the control of ¢ (ii) arguments for
and against permissions respect the defeat relation and (iii) this per-
mission is “supported” by at least one argument that is acceptable
w.r.t. acceptable(y).

3. PERMISSION PERSUASION-DIALOG

In this section, we describe the protocol of a dialog system for
information-seeking which requires permission to access the infor-
mation.

Such a dialog involves two participants, a Client (requesting in-
formation), and a Server (controlling access to some information,
which it may or may not agree to provide). The Client has the fol-
lowing goal prior to the start of the interaction: to obtain from the
Server all the information it needs, using persuasion if necessary.
The Server has the following goal prior to the start of the interac-
tion: to provide information to the Client according to the level of
access permission the Client has. Client and Server may have dis-
joint knowledge bases. The knowledge base of the Server includes
information about the access permissions which each Client has

The locutions of the dialogs should allow us to open and to close
dialogs, to request some information, to provide the content of
some requested information, to indicate that the content of some
information cannot be provided, and to argue about the permission
related to some requested information. These locutions may be
based on FIPA standards [9].

A dialog is a structure that combines access authorizations, a
multiple preferences argumentation framework, a set of argued per-
missions, and a sequence of locution utterances.

We present now in an informal way a protocol of dialog for
information-seeking dialog with permissions (see [6] for a formal
description).

Client = and Server y start with setting the dialogue. After this
setting, Client x requests some information ¢. Server y should
provide ¢ if y controls ¢ and x has the authorization to access ¢. If
y actually provides information ¢ then the dialog should be closed
by Client z or Server y. If y has no control over ¢ then it should
close the dialog. Now if Server y controls ¢ but Client = does not
have the authorization to access information ¢ (there exists in this
case an argued permission (A, y, z, ¢, 0) in the knowledge base of
the Server), then y tells x that it cannot provide it with ¢ and y
motivates its refusal by arguing A.

An argumentation-based negotiation stage starts: the Client will
try to convince the Server to give it permission, whereas the Server
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will try to convince the Client that it will not change the permission.
To this end, Client and Server will present arguments acceptable
w.r.t. their own point of view in order to counter the opponent
(agents are thoughtful according to [10]’s assertion attitudes).

Let us first focus on the attitude of the Client when it receives
an argument from the Server. Whether the received argument is
acceptable or not, Client = argues as long as it can in order to get the
permission. In such a configuration, x considers all its arguments of
acceptable(z) that defeat the received argument and presents them
as counter-arguments to Server y. These counter-arguments are
better, w.r.t. its point of view, than the received argument. However,
if the received argument is acceptable w.r.t. set acceptable(z), and
if for every argument against the permission sent by the Server,
has presented all the possible counter-arguments, then the dialog is
over. Client « has not been able to convince Server y to change the
permission.

Now, let us focus on the Server side. The principle is similar
to the Client side: as long as the Server can present arguments to
the Client to persuade it that it will not change the authorization, the
Server presents them to the Client. In other words, Server y consid-
ers all its arguments of acceptable(y) that defeat the received ar-
gument and presents them to Client . If y cannot present any such
argument, it presents every argument A that appears in an argued
permission (A, y, z, ¢, 0). However, if all arguments which appear
in argued permissions have already been sent, all arguments pre-
sented by the Client have already been countered, then the Server
should evaluate the whole set of arguments sent by the Client. From
this evaluation, either the Server decides to change the permission
and provides the content of ¢ to the Client, or the Server decides
not to change the permission. After this evaluation, the dialog is
closed.

We propose two ways for the Server to evaluate the set of ar-
guments sent by the Client. The Server may be cautious: if one
of the arguments presented by the Server has not been defeated by
the Client, then the Server still has a reason not to change the per-
mission. To the contrary, Server y may be trustful: if one of the
arguments presented by the Client belongs to acceptable(y), i.e.
is acceptable for the Server, and if this argument does not appear
in any argued permission against the permission, then the Server
has a reason to change the permission. Consequently, the set of
argued permissions is changed so that the new permission is con-
sistent. That is, every argument sent by the Client that is acceptable
from the point of view of the Server is added to the list of argued
permissions.

The rules previously described which characterize our protocol
guarantee that a permission persuasion dialog is well-formed. At
the end of such a dialogue, information ¢ has been provided be-
cause (i) Client « had the permission, or (ii) Client = did not had
the permission, but a persuasion has occurred where all arguments
and counter-arguments related to argued permissions have been ex-
changed, and the Server has finally decided to change the permis-
sion the Client had.

4. CONCLUSION

We have presented a framework for handling information-seeking
with permissions. Our contribution is two fold: first we have repre-
sented through an explicit link between arguments and permissions
why agents accept of refuse to provide information. The agents
can thus justify their behavior. Second, we have exhibited a specific
class of dialogs, permission persuasion dialog, which helps to char-
acterize two policies of permission change (cautiousness and trust-
fulness). The proposed protocol has been shown in the context of
multiple preferences argumentation framework, however this pro-

tocol of persuasion is sufficiently general so that it can be used with
other argumentation frameworks. A formalisation of this protocol
can be found in [6]. Such a protocol may be implemented by using
the method proposed in [7].

As future work, we plan to extend the procotol to a family of
protocols. That is, in this paper we focus on specific acceptability
definitions; our aim is to consider the notions of conflict and ac-
ceptability at a more general level and to evaluate the impact on the
proposed persuasion protocol. We also plan to refine the protocol in
order to handle trust issues. That is if a client has been able to per-
suade a server to get permission to access some information, then
this result may play the role of an argument in favor of the client
for gaining access to some other information, i.e. the persuasion
dialog may be viewed as a trust proof.
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