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ABSTRACT

Vulnerabilities in web applications allow hackers to access
and/or modify restricted data. Here the hackers have the op-
portunity to perform reconnaissance so as to gain knowledge
about the web application layout before launching an attack,
whereas the defender (administrator of the web application)
must secure the application even with its potential vulner-
abilities. In order to mask such vulnerabilities which are
primarily associated with different individual configurations,
Moving Target Defense systems were proposed wherein the
defender switches between various configurations thereby
making it difficult to attack with success, while maintain-
ing a seamless experience for the genuine users. In this pa-
per, we present a way to find effective switching strategies
by modeling this ecosystem as a Bayesian Stackelberg game
with the administrator as the leader and the hackers as the
followers, which as we show succinctly captures various as-
pects of the Moving Target Defense systems. Furthermore,
we propose ways to find the most critical vulnerabilities and
the most sensitive attacker types, which are key issues in
such scenarios.
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1. INTRODUCTION

Web application vulnerabilities pose risks to the security
and privacy of both businesses and users. Several techniques
and tools based on static analysis (white-box) and dynamic
analysis (black-box) have been proposed to discover the vul-
nerabilities in web applications, so that the vulnerabilities
can be removed before the attackers discover and exploit
them. However, such efforts are not enough due to the
increasing complexity of modern web applications and the
limited development and deployment time, whereas the at-
tackers can perform reconnaissance and attack. To address
these challenges, a Moving Target Defense (MTD) based ap-
proach was proposed in [2] to secure web applications, which
complements the aforementioned vulnerability analysis tech-
niques through a defense-in-depth mechanism.
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The MTD based approach dynamically configures and
shifts systems over time, at different layers of the web ap-
plication stack, to increase the uncertainty and complexity
for the attackers with their probing and attacking, while
ensuring that the system is available for legitimate users.

In this paper, we focus on the design of effective poli-
cies for movement in the MTD system that maximize the
resilience of the web application, given the set of compo-
nents and configurations of the system which can be “moved
around.” We show that many of the features of this prob-
lem such as attacker reconnaissance and attacker type un-
certainty can be captured effectively by modeling it as a
Bayesian Stackelberg Game (BSG). Our main contributions
are: 1) An effective way to model MTD as BSG, 2) Show-
case how the modeling leads to finding better MTD policies,
3) A methodology to find most critical vulnerabilities, and
4) A methodology to find most sensitive attacker types. To
the best of our knowledge, this is the first work that mod-
els Moving Target Defense as a Bayesian Stackelberg game.
The full version of this extended abstract is available as a
technical report [3].

2. MODELING MOVING TARGET DEFENSE

AS BAYESIAN STACKELBERG GAME

A Stackelberg game consists of a leader who commits to
a strategy first, and then a follower adopts a strategy which
maximizes its own reward based on the leader’s strategy.
Here the leader has an advantage because she gets to make
the first move (choose a strategy and commit), and therefore
can restrict the moves of the follower in a sense. A Bayesian
game contains a set of n agents (n = 2 in this case, leader
and follower) where each agent ¢ could be of any of the T;
types. Here, each agent i has a set of strategies available to it
S; and a reward /utility function R; : T1 X T2 x S1 X S2 — R.
The objective then is to find an optimal mixed strategy
for the leader to commit to (one which maximizes her re-
wards), given that the follower(s) may know that strategy
when choosing their strategy.

The defender in MTD can be modeled as the leader in
BSG, and the attacker- as the follower. Whereas the de-
fender (web application) is of a single type, clearly the at-
tacker could be of multiple types consistent with our for-
mulation of Bayesian Stackelberg games above. Note that,
the movements of the defender can be viewed as choosing
strategies as follows: different moves in MTD would lead to
different configurations at different layers (we call each set
of valid configurations as a ‘combination’). So, a move in



MTD from one particular combination to another combina-
tion could be modeled as a strategy in BSG. And, each of
the attack options of the attacker in MTD could be viewed
as a strategy for the follower in BSG. Note that, each at-
tacker type in MTD has a set of attack options which may
or may not be overlapping with other attacker types.

Whether a particular attacker type has access to a given
attack option is dependent on (and hence formulated based
on) the following criteria:

e The difficulty of carrying out the action/attack.

e The popularity of the target technology, as more popu-
lar implementations of services result in higher chance of
exploits and wider array of available tools.

The choice of reward values for the defender and the at-
tacker are guided by the following considerations:

e The effect of the action/attack on the target website. Note
that, the “effect” here is dependent on the particular web-
site, since a very complex and clever attack may some-
times only be able to uncover data which is less critical to
the defender (website). Also, it is dependent on how much
an attacker can leverage out of the data acquired. There-
fore, the rewards here are based on both the defender (the
criticality of various data/functionality) and the attacker
type (ability to leverage the success of various attacks).

e Whether the attack leads to detection of the attacker,
which may in-turn depend on aspects such as the num-
ber of exploits they target in each attack.

The uncertainty in the attacker types is captured by asso-
ciating probabilities with each of them that serve as relative
estimates of each of such attackers attacking the web ap-
plication under consideration. Once the attacker types, the
associated probabilities, their attack options, and the reward
values for the defender and the attacker types are decided
for each attack, an optimal mixed strategy for the defender
could be obtained by using any BSG solver such as [1].

In our experiments comparing the BSG based strategy
with the uniform mixed strategy (UMS) on a representative
example, we observed that, on an average (and also in most
cases), the UMS results in a negative reward value of —0.50
for the defender, whereas the BSG based mixed strategy
results in a positive reward value of 1.14, demonstrating its
clear advantage (winning as opposed to losing). For more
details on the methodology and results, please see [3].

3. FINDING CRITICAL VULNERABILITIES

We formulated and solved the problem of finding most
critical vulnerabilities in web applications, which is a much
needed feature for defenders, since they usually have to put
their limited time and energy to harden the weakest link in
their system once the system is deployed (or even before the
system is deployed). In this scenario, it is useful to focus on
those vulnerabilities or attacks first which are not effectively
masked by the optimal mixed strategy with which the sys-
tem is deployed. These are the most critical vulnerabilities
for the current deployment of the system.

We consider the generic problem of finding k-most criti-
cal vulnerabilities where k is an input that can be chosen
based on the resources available to work on them simultane-
ously. Our approach works by performing posterior analysis
of addressing various vulnerabilities thereby knowing which
subset of them would have led to larger gains. For more
details on the methodology and results, please see [3].
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Figure 1: NLR values for various attacker types

when their probabilities are modified ranging from
—100% to 100%.

4. FINDING SENSITIVE ATTACKER TYPES

It is often the case that the web application administrator
(defender) does not know accurately the probability with
which a particular type of attacker might attack the system.
Therefore, we have formulated and solved the problem of
finding the most sensitive attacker types. This is important
since a change in their probability will influence the opti-
mal reward for defenders the most, which in-turn helps in
knowing which probabilities are to be estimated with as high
precision as possible for an effective MTD deployment.

We propose a methodology to find a real-valued quantity
€ [0,1] called the Normalized Loss in Rewards (NLR) to
measure the sensitivity of different attacker types. The at-
tacker types for which the loss (NLR value) is higher than
the rest are the most sensitive attacker types. Figure 1
shows the results obtained on an example with four attacker
types: database, mainstream, nation state and script kiddie,
in which the mainstream hacker and the script kiddie turn
out to be the most sensitive ones.

5. SUMMARY

We have shown how MTD can be effectively modeled as
BSG. For more details on the modeling, solving BSGs, work-
ing examples, criticality and sensitivity analysis, and exper-
imental results, please see [3].
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