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ABSTRACT

buyers and sellers interact with the auctioneer, and submit their
bids or asking prices. Buyers submit the maximal price they are
willing to pay for the security, while sellers submit the minimal
price they are willing to receive for selling the security. Both the
seller and the buyer also submit the number of shares they are
willing to trade. The auctioneer looks for matches between all
orders it receives, and once matching orders are found, it executes
the matching orders.
All orders are submitted to the public exchange in the clear,
which inevitably impacts the market if the order is large: a seller
that wishes to sell a large amount of securities and submits such an
order to the exchange will immediately move the price downwards
and against him, due to the sharp increase of the supply of that
security. Similarly, a buyer that submits a bid for a large quantity
of a particular stock will immediately move the price of the stock
upwards and against him. Splitting the order into multiple smaller
orders does not reduce market impact.
In order to decrease such market impacts, traders use dark pools.
A dark pool is a private forum for trading financial products. Buyers
and sellers send private orders that are visible only to the operator of the dark pool, and the operator executes an order matching
system just like the public exchange. Only when matching orders
are found, the orders are executed and reported in the public exchange. Because the large orders are not visible to others, the risk
of significant price moves is reduced. There are more than 40 dark
pools registered in the U.S., and around 14% of U.S. equity volume
is being executed via dark pools [1]. The majority of the dark pools
are being operated by investment banks. Yet, we will address in
this paper one major weakness that exists in dark pools.
Challenge: Mistrust and conflicts of interest. Mistrust and conflict of interests exist between the operator of the dark pool and
its participants. The operator sees all orders posted by all participants, including sensitive information such as the volume of the
order and the bid or ask price. Usually, the operator itself is a large
financial institution with its own investments in the assets being
traded, and thus it may have conflicts of interest with the clients it
servers in the dark pool. While such conflicts are mitigated by law
and regulation, they continue to exist. Besides price moves, dark
pool violations include also front running. Consider the situation
where two clients submit two orders to the dark pool at the same
time: Client A submits a sell order while the minimum price that
he/she is willing to accept is $100 per share. Client B submits a buy
order with the maximum price that he/she is willing to buy is $105.
Clearly, we have a match. In that case, the price in which the trade
will be executed is either the mid-price (102.5$), or according to the
price of the order that was submitted first while the operator has

A dark pool is a private forum for trading financial instruments such
as equities and derivatives. The service is offered to traders, often
representing large financial institutions, who aim to make large
trades without telegraphing their intentions in a public venue such
as the New York Stock Exchange or NASDAQ. Internally, the dark
pool operates just like a public exchange, but the order book, a list of
offers to buy and sell, is not visible to any of the participants. Only
when matching orders are found the trade is executed and reported
externally. Because the large orders are not visible to others, the
risk of significant price moves is reduced.
The operators of dark pools are trustworthy, but traders are
notoriously suspicious. Traders are concerned about any “leakage”
of information that might alert others to their intentions and cause
price moves against them. The operator sees all orders posted by all
participants, including sensitive information such as the volume of
the order and the bid or ask price. Because the operator of the dark
pool is usually a large financial institution with its own investments
in the assets being traded, it may have conflicts of interest with the
clients it serves in the dark pool. While such conflicts are mitigated
by law and regulation, they continue to exist.
We propose a new mechanism that reduce the need of traders
to trust the operator of the dark pool. By adopting cryptographic
techniques, we achieve a fully private and secure marketplace where
sellers and buyers interact with the operator without exposing the
volumes or prices of their orders to the operator or to any other
counter party. These values remain secret until a matching order is
found, and only afterward it will be revealed publicly.

KEYWORDS
Secure computation; Auctions
ACM Reference Format:
Gilad Asharov, Tucker Balch, Antigoni Polychroniadou, and Manuela Veloso.
2020. Privacy-Preserving Dark Pools. In Proc. of the 19th International Conference on Autonomous Agents and Multiagent Systems (AAMAS 2020), Auckland,
New Zealand, May 9–13, 2020, IFAAMAS, 3 pages.

1

PROBLEM STATEMENT

Public exchanges such as the New York Stock exchange or NASDAQ
act as auctioneers in a public double auction process. Potential
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Figure 2: Distributed privacy-preserving dark pool. Three different operators, each runs its independent privacy-preserving dark pool.

Figure 1: Privacy-preserving dark pool with a single operator. The orders
sent to the operator are encrypted and the operator computes on the encrypted orders.

Related work. A recent work by Catlidge, Smart and Talibi [3]
considers dark pools in the MPC setting. Their work split the operator into two (or even more) different operators. The orders are sent
in an encrypted form (secret sharing [7]) to the operators, such that
no single operator can recover the encrypted orders. This addresses
the problem that we are considering here, as no operator by itself
can learn anything about the orders that were submitted. The trust
model is depicted in Figure 2.
This trust model is significantly better than the one we have
today in which clients must trust the operation, and submit their
orders in the clear. Nevertheless, there are few drawbacks with this
trust model. First, there is still a possibility of abuse if the operators
collude. In such a scenario, the operators can collude and recover
the orders by exchanging information. Second, it is unclear who
these additional operators are. The work of [3] suggests that the
additional operator would be the regular itself. Yet, it is unknown
whether the regulators will be able to engage in such a service
and becoming an active part in its operation. Finally, the system
in [3] leaks the type of the orders, i.e., whether an order is a Buy
or Sell, while hiding just the volume and its price. This leakage is
significant since the operator(s) can infer imbalances in the orders
(e.g. as opposed to Sell orders, Buy orders are less likely to be fully
matched) and subsequently imbalances in the market.

to specify such rules in advance. However, a malicious operator,
or any other agent that was exposed to these two orders can then
buy from Client A for $100 per share and sell to Client B for $105
per share. Despite law and regulation, the fact that such strategies
and attacks exist increase the tension between the clients and the
operator of the dark-pool.
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OUR SOLUTION

Using advanced cryptographic techniques, we present a mechanism that addresses the main weakness of today’s dark pool systems. Our solution is based on Secure Multiparty Computation
(MPC) [2, 4, 6, 8, 9] and Fully-Homomorphic Encryption (FHE)
techniques [5]. MPC allows a set of mutually distrustful parties to
compute a joint function without revealing any information about
their inputs besides what is being revealed by the output of the
computation. FHE is a form of encryption that allows computation
on encrypted data, generating an encrypted result which, when
decrypted, equals to the result of the computation on the original
data. We devise the following mechanism:
Privacy-preserving dark pool. A privacy preserving dark pool is
a system where parties send their buy and sell orders (see Figure 1)
to an operator in an encrypted way, which allows the operator to
compute on the encrypted data whether there is a match between
orders in the order book or not. The operator of the dark pool
receives only encrypted orders – it cannot tell whether the order is
Buy or Sell, the amount and the bid or ask price. When matching
orders are found, information regarding the matching orders is
being decrypted, and the operator can execute the matching orders
in the public market. Since orders remain private to the operator,
privacy-preserving dark pools have the potential to further reduce
market impacts compared to standard dark pools, as well as to
significantly reduce the tension between the participants of the
dark pool and its operator.

Our mechanism. We show a cryptographic protocol for the case
of a single operator. Our protocol is based on a variant of FHE, and
works, at a high level, as follows: Each client sends its order to the
operator in an encrypted form. Using the homomorphic properties
of the encryption scheme, the operator can find whether there is
a match between the submitted order and previously submitted
orders, i.e., the order book. However, it can only obtain this information encrypted. In order to decrypt, we present a sub-protocol
for decryption this information (i.e., whether a matching order was
found). The operator can then execute the matching orders. Our
protocol hides also the type of the order, which requires some subtle
treatment in case of partially matched orders.
Disclaimer. This paper was prepared in part for information purposes by the Artificial Intelli-
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• We identify common drawbacks in recent dark pools and
address them using cryptographic techniques.
• We propose secure protocols for realizing the mechanism.
We describe a protocol for realizing a privacy-preserving
dark pool.
• We implement the mechanism and empirically evaluate it.
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