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ABSTRACT

Blockchain bears the long-delay attack which is challenging to
be analyzed. In this study, we propose a blockchain security anal-
ysis model based on Partially Observable Markov Decision Pro-
cess (POMDP) against long delay attack by capturing the dynamic
network delay. In our model, an observation function about the
network delay is learned and updated based on a clustering algo-
rithm about the timely network status. With the support of the
observation function, a POMDP model is constructed for attackers
to maximize their expected rewards. To analyze the security of
a blockchain system against long delay attack, the utility of the
attackers and normal miners with the same mining power are cal-
culated and compared. The system is then regarded secured as the
utility of the normal miners is no less than that of the attackers.
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1 INTRODUCTION

A blockchain system is a distributed and asynchronized ledger
to securely record data in an incremental manner [3]. With the
exciting characteristics of blockchain technology, such as decen-
tralization, nonrepudation, traceability, and transparency, it has
attracted much attention in various fields, including finance [6],
healthcare [2], e-governance [1] and so on. Due to the information
transmission mechanism of the peer-to-peer network, the secu-
rity of a consensus protocol is not only constrained by attackers’
computing power, but also significantly impacted by the network
latency [4, 7].JMM’, L.] []The long delay attack was firstly formally
proposed in a generalized asynchronous environment, where the
attackers delaying the message transmission between honest min-
ers to obtain a relatively longer mining time, thereby achieving a
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higher probability in successfully mining the next block. Wei al.
further enriched the delay attack [5], by extending the network de-
lay from a fixed boundary to a considerable extent. However, these
studies do not consider the impact of dynamic network latency
changes in analyzing blockchain system security against the long
delay attack.

In this study, we aims to provide a new POMDP-based security
analysis method for blockchain systems against the long delay at-
tack. We construct a POMDP-based model for attackers in making
their attacking decisions. The network latency is obtained through
observing the time difference between information being transmit-
ted and received, and a belief function is then built and updated
based on a clustering method. With the support of the POMDP
model, the attackers are able to adjust their attacking strategy to
achieve their maximal expected rewards. The system is regarded as
safe against the long delay attack if their rewards is no more than
the honest miners, and vice versa.

2 THE PROPOSED ANALYSIS MODEL

Our analysis model consists of two main modules as shown in
Figure 1. The first module is the POMDP model for the blockchain
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Figure 1: The Proposed Analysis Model

system, which is used for the attackers in deciding their attacking
strategies. In the first module, six main components are specified,
including a clustering method to extract the observation function
about the network delay in real time. The second module is the
security analysis of blockchain against the long delay attack by
comparing the rewards of the attackers and honest miners. The
evaluated system is regarded as safe against the long delay attack if
the rewards of the attackers is no more than that of honest miners.
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2.1 The Proposed POMDP Model

The main objective of our POMDP model is assist an long delay
attacker to strategically decide whether to launch an attack in a
dynamic network condition.

2.1.1  Main Components. We specify the six main components
in the POMDP model.
o State. The state in the POMDP is denoted by S =< ¢, > consist
-ing of two parts, where t € {high,low} is the network delay state
and [ € N is the relative block length.
e Action. Our model allows the attacker to perform three types
of actions, denoted by A = {gq, m, w} including query, malicious
attack and wait actions.
o State Transition Function. The general expression of the state
transition function is described as Pr(s’ =< t/,I’ > |s=<t,l >,a €
A). For a query action, it will not cause a switch between different
states. Thus,

Pr(<t/ l>|<tl>q) =681 (1)

where §(t’, t) is the Kronecker delta with value being 1 when t’ = ¢,
and 0 otherwise. For an attack action, the state transaction function
can be expressed as follow.

H I'=1+1
Pr(< high,l’ > | < high,l >,a)=4 1-H I'=1-1 )
0 others
L U'=1+1
Pr(<low,l' > | <low,l >a)=4 1-L I'=1-1 (3)
0 others
For a wait action, the effect is similar to that of a query action.
1—a U'=1
Pr<t'l'>|<tl>W)=1 «a r'=1-1 (4)
0 others

e Reward function. The reward function assigns a certain num

-ber of rewards or punishment to the attackers in performing an
action, denoted by R(s’, a). When a = g, the system should charge a
certain relatively small cost in executing the pre-processes, resulting
that R(s”,q) < 0. When a = m, the reward value should be varied
according to the network delay state and relative block length, as
specified in Eq(5) to Eq(8).

R(<low,l-1>| <low,l>m)=—cym—cy (5)
R(< high,1 —1> | < high)l >,;m) = —cjp —cqg — € 6)
R(<low,l+1> | <low, I >m) =Ry, —cm — g 7)
R(< high,1+1 > | < high,] >,;m) =Ry, —cm — ¢4 8)

For a wait action with a = w, the rewards is zero for all the
cases except a special case where the network delay is low and
R(< low,l > | < low,l >, w) = —e.

e Observation. When an attacker performs a query action, the

current network delay states of each node are collected and calcu-
lated. Each calculated network delay is regarded as an observation.
The observation value is denoted by o, which has two values in the
set {high, low}.

e Observation function. It can be described by Pr(ols’, g). In our

2075

AAMAS 2020, May 9-13, Auckland, New Zealand

POMDP model, only the network delay state is partially observable,
and the relative length state is completely observable. Therefore,
Pr(o|s’, q) is equivalent to Pr(o|t’, q), which is learned based on
the current and history observation results.

2.1.2  Belief Function Updation. The POMDP model maintains a
belief b over the network delay state, which is a probability distri-
bution over all the possible states. Suppose b(s) be the probability
that the network state s happens, the updated belief state b’(s) is
calculated whenever action a is taken and observation o is received.

Pr(ols, a)

b’(s) = Pr(slo,a,b) = Priolb.a)

Zpr(sn, a)b(i) 9)
i
Given an observation o; of the network delay at time ¢, cur-
rent state s the belief of the current state b(s) is then updated
to b’(s).Therefore the belief updation is then given by b’(s) o

Pr(o¢ls, q)b(s).

2.1.3 Learning Observation Function . A Dirichlet distribution
Dir®(¢;,, 0¢ € {high, low}) is initialized by using observation his-
tory set. The posterior probability of the occurrence of observations
can be calculated according to the number of times o; = high and
o; = low happening in the observation history. After a period of
time and several rounds of observation, we get a set of posterior
probability vectors and then process them based on a classical K-
Means clustering method where K can be adjusted according to the
observation time such that the overall clustering error is acceptable.
After clustering, we select the nearest category C and obtain the
observation function by getting the center of C. It can be used to
initialize a new POMDP model which will be able to reflect current
network delay state.

2.2 Blockchain Security Analysis

We assume that in time window W, the expected rewards of an
attacker is E(R,) which is calculated based on strategy policy be-
having in the blockchain system. At the same time, within the same
time W, the expected rewards of an honest miner isE(Ry,). If the
rewards of the attacker is greater than that of an honest miner in
the same time, that is

E(Rq) > E(Rp) (10)

then our analysis model will draw a conclusion that the analyzed
blockchain system is risky against the long delay attack. On the
contrary, if E(R;) < E(Ry) then the blockchain system is justified
to be safe against the long delay attack.

3 CONCLUSION

In this paper, we build an analysis model based on the POMDP
model to evaluate the security of a blockchian system against the
long delay attack. In the POMDP model, the six main components
are constructed so as to assistant an attacker to generate an optimal
strategy policy, where a clustering based observation function is
learned. Based on the strategy policy output by our POMDP model,
the expected rewards of the attacker is achieved, which is then
compared to the expected rewards of an honest miner. The analyzed
system is then justified to be safe if the expected rewards of the
attacker is no greater than that of the honest miner.
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