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ABSTRACT

In recent years, there has been growing interest in logics that for-
malise strategic reasoning about agents capable of modifying the
structure of a given model. This line of research has been motivated
by applications where a modelled system evolves over time, such
as communication networks, security protocols, and multi-agent
planning. In this paper, we introduce three logics for reasoning
about strategies that modify the topology of weighted graphs. In
Strategic Deconstruction Logic, a destructive agent (the demon) re-
moves edges up to a certain cost. In Strategic Construction Logic,
a constructive agent (the angel) adds edges within a cost bound.
Finally, Strategic Update Logic combines both agents, who may co-
operate or compete. We study the expressive power of these logics
and the complexity of their model checking problems.
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1 INTRODUCTION

The growing adoption and reliance on autonomous systems in
safety-critical applications, such as autonomous vehicles [22] and
cybersecurity systems [21], call for reliable verification methods.
Model checking [35] is one of the de facto standard approaches to
verification of such temporal properties of a given system as safety
and reachability. In the context of Multi-Agent Systems (MAS), this
approach was extended to capture the interaction and strategic
behaviour of autonomous agents. Properties of a system that one
would like to verify are usually expressed in temporal or strategic
logics, like the Linear Temporal Logic (LTL) [68], Computation Tree
Logic (CTL) [34], and Alternating-time Temporal Logic (ATL) [11].

In model checking, a given system is typically represented using
a static model (e.g., a labelled state-transition model or a concurrent
game structure), which describes a fixed set of configurations, or
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states, of the system and how it transitions between them. Such
models are incapable of capturing scenarios in which the system’s
structure may dynamically change, including modifications caused
by agents’ actions or the removal of vulnerable components. The as-
sumption of static models limits the applicability of model-checking
approaches, as many real-life applications are inherently dynamic.
One example would be the addition of a new route in a metro sys-
tem, which may cause bottlenecks at interchange stations. Another
example is the implementation of defence strategies to prevent
cyberattacks exploiting system vulnerabilities [29].

Motivated by these limitations, there has been a growing interest
in logic-based approaches to the specification and verification of
dynamic systems in recent years. A notable line of research draws
inspiration from the sabotage game [73], which is a reachability
game on graphs where one player, called the demon, can delete
edges to obstruct the other player, the traveller, from reaching
her goal. Obstruction Logic (OL) [29] was recently proposed to
analyse sabotage-like games on weighted graphs, in which the
demon can temporarily disable edges whose weights do not exceed a
specified cost. OL, however, only captures a particular type of graph
modifications, where removed edges are immediately restored after
the traveller’s move. Returning to the cybersecurity example, while
it can represent the existence of defensive measures that briefly
block an attacker’s access to a sensitive module, it fails to capture
measures such as removing vulnerable execution paths.

Our contribution. We propose three novel logics for reasoning
about strategic permanent change of weighted graphs. The first
one, Strategic Deconstruction Logic (SDL), has a similar flavour to
OL: a destructive agent, or the demon, permanently removes edges
up to a certain cost. In the cybersecurity setting, permanent re-
moval of edges allows blocking vulnerable paths long before the
attacker reaches them, which is impossible in OL. The second logic,
Strategic Construction Logic (SCL), considers, instead, a constructive
agent, or the angel, that can add new edges within a cost bound.
Finally, Strategic Update Logic (SUL) combines both agents acting
concurrently d la ATL. In SUL, the angel and demon can cooperate
towards the same goal, and their behaviour may even include joint
strategies to mimic OL-like strategies. Additionally, SUL captures
situations in which they are adversarial, thereby enhancing the
strategic dimension of the problem. The main advantage of the pro-
posed logics is that they enable the modelling and verification of
dynamic systems in which access control and defence mechanisms
can be employed during the execution of the system.

For the new logics, we first demonstrate that each one of them is
strictly more expressive than CTL. Second, we show that SDL and
SCL are, expressivity-wise, incomparable, and that SUL subsumes
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both of them. Next, we study and discuss their nuanced relation with
OL. We also investigate the model checking problem for the logics
and show that for SDL, SCL, and a fragment of SUL, the problem is
PSPACE-complete, whereas for the full SUL it is in EXPSPACE.

2 LOGICS OF ANGELS AND DEMONS

We introduce logics for games played on weighted directed graphs
with a serial transition relation. The games involve players who can
modify the graph and the traveller who moves along the edges of
the graph. In the first case, the modifying player is called the demon,
and she can remove a subset of edges from the graph, possibly
empty, up to a certain cost. Then the traveller makes a move in the
modified graph. In the second case, the modifying player is called
the angel!, and she is able to add edges to the graph up to a certain
cost. Finally, we consider the scenario where both the demon and
the angel are present and they make concurrent choices of which
edges to add and to remove. In all of the logics, we are able to reason
about strategies of the modifying players reaching a temporal goal
regardless of the moves of the traveller.

2.1 Models
Let At = {p, q,r...} be a countable set of atoms.

Definition 1 (Model). A model is a tuple M = (S, —, V, C), where:

e S is a non-empty set of states.

e —C S X S is a serial binary relation over S. We will write
s — ¢’ for (s,5") €—.

e V : At — 25 is a valuation function specifying which atoms
hold in which states.

e C : $xS — N*is a cost function assigning to any pair
of states a positive natural number. Intuitively, this number
represents the cost of removing or adding an edge between
two given states.

Given a model M, its set of states will be denoted by Sim, and its set
of edges by K A pointed model is a pair (M, s), where M is a model

and s € S™. We write M \ A for (S, >\A,V,C), where A Q&.
And we write I U A for (S, >UA, V,C), where A C ST 5 gW

Given a model M, we let True(s) = {p € Atls € V(p)} be
the set of atoms true in state s. Then, we define the size of 9t as
(M| = S| + || + Xses |True(s)| + X ses C(s, t), where integers
are encoded in binary. Finally, we call I finite, if || is finite.

Remark 1. We use a single cost for adding or removing an edge.
Although this could be relaxed without affecting our results, we
keep this simpler assumption.

Definition 2 ((De)Construction and Updates). Given two pointed
models (M, s) and (M’,s”), we say that (W', s”) is deconstruction

accessible from (M, s) with cost at most n, denoted by (M, s) ~

The name of the edge-removing player, the demon, comes from the literature on
sabotage games [15]. Hence, as the counterpart to the demon, we call the edge-adding
agent the angel. To alleviate the connotations coming with such names, we could have
called the demon the remover, or saboteur, and the angel the constructor. Indeed, in
the setting of adding and removing edges, the demon can be viewed as benevolent
if she removes edges to bad or undesirable states, and the angel can be considered
malevolent if she adds edges to undesirable states. Perhaps, to play on the metaphor,
we could view actions of celestial beings as giving or taking away options, and it is up
to a mortal, the traveller, to make her own choices.
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(M7, s7), #E M’ = M\ A for some A c—, s 2y ¢/ and C(A) < n,
where C(A) is Y yea C(x). We will call M’ an n-submodel of M.
We say that (I, s”) is construction accessible from (I, s) with

cost at most n, denoted (M, s) > (M, s’), ifand only if W' =M U A

for some A € ((S® x ST)\ M) C(A) < n, and s = 5. We
will also call W’ an n-supermodel of M.

Given a model I, its n-supermodel M obtained by adding the
set of edges A, and m-submodel 9, obtained by removing the set
of edges B, we will denote by M1 * Wiz = (M \ B) U A the resulting
model after edges B were removed and edges A were added. We will
call My x W2 an n-m-update. Note that Wiy x M, is well-defined as
the sets of edges A and B are disjoint.

For two pointed models (I, s) and (M’,s”), we say that (I, s”)
is update accessible from (M, s) with costs n and m, denoted by

(M, s) = (W, s’), if M is an n-m-update of M and s & s,

. M .
The agent making the move s — s’ in any of the three contexts
of deconstruction, construction, or update accessibility, is called
the traveller.

Intuitively, a model MM’ is deconstruction accessible (i.e., a sub-
model) with cost at most n from 9t if we can obtain I’ by removing
edges from M with the total cost of up to n. The n-supermodel IN’
is obtained from I by adding a new set of edges that are not already
present in It and whose total cost does not exceed n. Observe that
since all the notions of accessibility above are defined between two
(pointed) models, all the operations preserve seriality.

2.2 Strategic Deconstruction Logic

We call an agent who is capable of removing edges the demon. As
opposed to sabotage games [73], we are interested not merely in
one-step actions of the demon, but rather in her strategies that
ensure some property against all moves of the traveller.

Definition 3 (Demonic Strategy). Let 7 be a (countably) infinite
sequence of pointed models. Then r is a decreasing model path

with cost n iff for every i > 0 we have that (i) ~ 7(i+1). Note
that such a sequence is indeed infinite, as we can always take a
0-submodel of the given model, i.e., keep the current model intact.
We will denote by 7% the corresponding sequence of (non-pointed)
models in 7.

A demonic strategy is a function & that, given as an input a

pointed model (M, s), outputs a set of edges A CE.

A decreasing model path 7 is compatible with a demonic strategy
S ifffor all i € N, we have that S(x(i)) = A implies ﬂ%(i +1) =
AP (i) \ A. We let Our(S, (I, s)) denote the set of paths that are
compatible with S and whose first component is (9, s). A demonic
strategy S has cost n (in this case, it will be called n-strategy S) iff
each model path that is compatible with the strategy has cost n.

Definition 4 (Strategic Deconstruction Logic). State (¢) and path
() formulae are defined by mutual recursion:

p=pl-pl(ere) (@)W VY=XeleUp|@Ryp

where p € At and n € N. Formulae of Strategic Deconstruction Logic
(SDL) are all and only the state formulae. Constructs (@" )y are
read as ‘there is a demonic n-strategy such that for all moves of the
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traveller,  holds. Temporal modalities X ¢ are read as ‘g is true in
the neXt step’, modalities ¢ U mean ‘g holds Until ¢ is true’, and
modalities ¢ R/ are read as ‘truth of ¢ Releases the requirement
for the truth of /.

We define the operator for sometime as Fo := T U ¢, and always
as Gg := L R¢@. The dual of the demonic operator is defined as
[@"]y == =(@")~¥, and is read as for all demonic n-strategies,
there is a move of the traveller such that ¢ holds. Other proposi-
tional connectives, like implication, are defined as usual, and the
conventions for removing parentheses hold. We will sometimes call
n in strategic demonic operators (@" )y the resource bound.

Given a formula ¢ of SDL, its size, denoted by |¢|, is the number
of symbols in ¢ with integers encoded in binary.

Definition 5 (SDL Semantics). Let (9, s) be a pointed model and ¢
be a formula of SDL. We define the satisfaction relation (I, s) = ¢
by the induction on ¢ omitting Boolean cases for brevity:
(M, s) E(@™)y iff there is an n-strategy & s.t. for all
7 € Out(S, (M, s)) we have n = ¢
Given a path formula ¢ and a path 7, the satisfaction relation 7 =
is defined by the induction on ¢:

T EXe1 iff 7(1) For

mE @1 Ugpy iff thereis j € N such that 7(j) E @2
and 7(i) | @1 foreach0 < i < j

mE @1 Rey iff either 7(j) | ¢ for each j € Nor

there is k € N such that 7(k) = ¢1
and 7(i) Fga forall0 < i<k

We can define the standard modal box and diamond modalities us-
ing demonic strategies with 0 resources as follows: D¢ := (@O)X ®
and O = [@O]X ¢. It is easy to verify that the box and diamond
have exactly the intended semantics, as the only strategy the demon
can play keeps the model intact.

Example 1. (Access control) Let model Mty in Figure 1 depict a
computational system managed by a security engineer. The system
user can be seen as the traveller, whereas the security engineer
controls her access (i.e., the demon). Also, let error, admin, and
server be atoms. State sy represents an authentication stage and
leads to state s; if the user enters an incorrect password and to
sz otherwise. Node sy is a failure state and prevents the user from
accessing any other state of the system, including going back to
so. States sy and s3 are system modules within the server, with s3
representing an administrative module. The valuation is as follows:
V(so) = 0, V(s1) = {error}, V(s2) = {server}, and V(s3) =
{server, admin}.

Assume that the user is trusted to access the system, but not the
admin module. In this case, the security engineer has a strategy
with cost 2 that removes the transitions from s; to s3 and sy to s3
and prevents global access to the admin state from other states. The
order of removing transitions depends on the current state. The
resulting model M, after two steps of the game is shown in Figure
1. We can thus see that (M, s) = (@Z)G = admin, for any s # s3.

2.3 Strategic Construction Logic

Now we introduce Strategic Construction Logic that, in some sense,
is dual to SDL. Whilst in SDL the demon can remove edges, in
Strategic Construction Logic the angel can strategically add edges.
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Figure 1: Models M (left) and M, (right). Arrows with solid
lines represent live transitions in the system, whereas dotted
lines depict possible new transitions within cost 3.

Definition 6 (Angelic Strategy). Given a countably infinite se-
quence 7 of pointed models, 7 is an increasing model path with cost

n iff for every i > 0 we have that (i) > (i +1). As in Definition 3,
we write 72 to denote the corresponding sequence of models.

An angelic strategy is a function S that, given a pointed model
(M, s), returns a set of edges A C (ST 5 sy My,

An increasing model path 7 is compatible with S iff for all i € N,
we have that S(x(i)) = A implies G +1) = 2Z%() UA. An
angelic strategy S will be called an n-strategy iff every increasing
model path that is compatible with the strategy has cost n. We let
Out(S, (M, s)) denote the set of increasing model paths starting at
(M, s) that are compatible with S.

Definition 7 (Strategic Construction Logic). Formulae of Strategic
Construction Logic (SCL) are defined similarly to those of Strategic
Deconstruction Logic in Definition 4, with the difference that state
formulae of the form (&")y are replaced by state formulae for
strategic angelic operators (c(C0™)1. Constructs (Qo" )y are read
as ‘there is an angelic n-strategy such that for all moves of the
traveller, ¢ holds’. The dual of the operator is defined as [oC0™ |y :=
(o).

The semantics of SCL is defined similarly to the semantics of
SDL (Definition 5), except for the case of the strategic operator.

Definition 8 (SCL Semantics). Let (I, s) be a pointed model.
(M, s) E (O™ iff  there is an n-strategy S s.t. for all
€ Out(S, (M,s)) we have = = ¢
Similarly to SDL, we can define the standard modal box and
diamond in SCL as O¢ := (cO°)X ¢ and O ¢ := [0 X ¢.

Example 2. (Access control, cont.) Let us consider model Mt; from
Example 1 again. Once the user enters the failure state s; by, e.g.,
typing a wrong password, she remains permanently blocked there.
Assume now that we want to allow the user to exit the failure state
in one step. Adding a transition from s; to so, which has a cost of
1, would allow the user to retry entering the server module. The
resulting model 93 after applying this angelic strategy is shown
in Figure 2. Notice that the angel does not ensure the traveller will
move out of the error state, i.e., (M3, s1) f (¢Oo!)X ~error. This
is because angelic strategies can create new possibilities for the
traveller, but they cannot force her to take them. However, we can
easily check that (M1, s) = («Oe!YG(error — <& = error) holds for
any state s, that is, the angel has a strategy to ensure that every
time the traveller enters a failure state, she can leave it in one step.
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Figure 2: Model i3 (left) and M4 (right), obtained from chang-
ing P; and M, (Figure 1), respectively.

Indeed, it is enough for the angel to restore the transition from s;
and sp, resulting in model M3, to satisfy G(error — O —error).

2.4 Strategic Update Logic

Having defined separate logics for the demon and the angel, we
now combine the two, allowing them to cooperate or compete with
one another. In this, we take inspiration from logics for MAS (like
alternating-time temporal logic (ATL) [11] and coalition logic (CL)
[66]), and assume that the angel and the demon execute their actions
concurrently. Our new modalities, which are inspired by those of
ATL and CL, ({C])¢, mean ‘there is a joint strategy of agents in
coalition C such that no matter what agents outside of the coalition
do, ¢ holds’. In our case, agents with strategies are the angel and
the demon.

Definition 9 (Update Model Paths). For a countably infinite se-
quence 7 of pointed models, we say that 7 is an update model path

with costs n and m iff for all i € N we have that (i) g m(i+1).
Given an angelic n-strategy S and a demonic m-strategy &, an
update model path 7 with costs n and m is compatible with the
strategies iff for all i € N, we have AR (i+1) = (22 ()\ S (x(i))) U
S(x(i)). Finally, Out(S, S, (M, s)) is the set of update model paths
starting at (9, s) and compatible with strategies S and S.

Definition 10 (Strategic Update Logic). Strategic Update Logic
(SUL) is defined similarly to SDL and SCL, with the difference that
modalities for strategic demonic or angelic operators are substituted
with formulas (C)™™y, where n,m > 0, and C C {&), <O0}. In
particular, the formula can have four variations: 1) C = {€)}, and
we will write (€)" )¢ meaning that ‘there is a demonic n-strategy
such that for all angelic m-strategies and all moves of the traveller,
¥ holds’; 2) C = {cOp}, and we will write ({cOo" )™y with the
meaning as in the previous case with demonic and angelic strategies
swapped; 3) C = {&, «Cv}, which we will write as {cO0", @™ Dy
meaning ‘there is an angelic n-strategy and a demonic m-strategy
such that for all moves of the traveller, ¥ holds’; and, finally, 4)
C = 0, denoted as (0])™™y, with the meaning as in the previous
case with existential quantifiers swapped for universal ones. As
usual, we will denote the dual of the combined strategic operator

as [(C)™y = ~(CD™" .

Definition 11 (SUL Semantics). Let (M, s) be a pointed model.
We present only cases of (00" )™y and (cO0", @™y, and the
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semantics for (@"])™ and (0)™™y are defined analogously by
swapping demonic and angelic strategies, as well as quantifiers.

(M, s) E O™y iff there is an n-strategy S s.t.
for all m-strategies © and
for all 7 € Out(S, S, (M, s))
we have that 7 E ¢

(M, ) £ (O™, @Dy iff there is an n-strategy S and

there is an m-strategy & s.t.
for all 7 € Out (S, S, (M, s))
we have that 7 | ¢

Example 3. (Access control, cont.) Cooperation between the angel
and demon allows for a dynamic and synchronised access control
to the system. Let us consider model M, in Figure 1. The security
engineer, the demon, on her own can not make the user leave the
admin module, i.e., (M2, s3) [~ ([@2])2 F = admin as the angel can
play the strategy of not modifying the model. However, this goal
can be achieved when both the demon and the angel cooperate.
Particularly, in the first step, the angel creates transition s3 — sz,
and the demon chooses a 0-submodel (i.e., does nothing), and in
the next step of the game the demon removes the self-loop at s3.
This strategy results in model 9y in Figure 2. Thus, we have that
(M, 53) | (0O, @2])F = admin, as the only thing the user can
do once the model is updated to (Mg, s3) is to move to state s;.

With SUL we can also capture adversarial interactions. For in-
stance, the angel can collaborate with a malicious attacker in (M, s1)
to enable access to unauthorized states, creating vulnerabilities in
the system. For example, (M3, s1) = ([@2])20 - admin. Indeed, to
prevent the attacker aided by the angel from reaching state s3 from
s1, the demon can remove the transition sy — s, while at the same
time the angel builds a bridge s; — so. Now, if the attacker is in
the state so, the angel can, for example, add a bridge sy — s3 and
no matter what the demon does at the same time, the attacker will
get access to the admin state. However, the security engineer can
prevent this attack if the angel has fewer resources. We can easily
check that (My, s1) ([@2])10 — admin. Indeed, the demon can
remove the transition from s to sz, and no matter what the angel
does with 1 resource, she cannot restore a path to state s3.

3 EXPRESSIVITY

In this section, we compare our new logics to each other as well as
to established logics in the literature.

Definition 12 (Expressivity). Let £; and L3 be two languages,
and let ¢ € L1 and ¢ € L. We say that ¢ and ¢ are equivalent,
when for all models (M, s): (M, s) | ¢ if and only if (M, s) E ¢.

If for every ¢ € L; there is an equivalent ¢y € L, we write
L1 < Ly and say that L, is at least as expressive as L1. We write
L1 < Lyiff L1 < Ly and Ly £ L1, and we say that L is strictly
more expressive than L;. Finally, if £1 £ L2 and L3 £ L1, we say
that £ and L3 are incomparable and write £ # Lj.

Computation Tree Logic. We start by showing that all of SDL,
SCL, and SUL are strictly more expressive than the classic Com-
putation Tree Logic (CTL) [34]. For the proof that our logics are at
least as expressive s CTL, we argue, similarly to the argument for
OL [29], that CTL is a fragment of all of SDL, SCL, and SUL. To
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show that there are properties that our logics can express while
CTL cannot, we use the model changes.

Theorem 1. CTL < SDL, CTL < SCL, and CTL < SUL.

Proor. To see that CTL is a fragment of our logics it is enough to
define a truth-preserving translation function ¢ from CTL to our log-
ics. We omit Boolean cases as they are immediate. Now, to deal with
CTL path quantifiers, we can employ demonic and angelic strategies
over 0 resources. In particular, t(AXp) = ©Xt(¢) and t(A(p Uy)) =
9 (t(p) Ut()), where © € {(@"), (0o"), (e, @")} depending
on the logic in question. It is immediate, by the definition of the
semantics, that such a recursive translation is truth-preserving.

Now, for each of SDL, SCL, and SUL, we show that there are mod-
els that they can distinguish and CTL cannot. First, we start with
SDL. Consider an SDL formula (@I)X p, and assume for contradic-
tion that there is an equivalent formula ¢ of CTL. Then, consider
models i1 and M, depicted in Figure 3.

1 1 2 2 ! 1
Olh Ord O &
Hg B
1 2

Figure 3: Models M; (left), M, (middle), and M3 (right). Atom
p is true in states s. Cost of all possible edges in M5 is 1.

The two models are isomorphic with the only difference that
the cost of every edge in M is 1, and the cost of every edge in
M, is 2. Since in CTL we do not have access to the cost of edges,
(M4, s) | ¢ if and only if (My,s) = ¢.

It is also easy to verify that (My,s) = <@1)Xp. Indeed, the
demon can remove the edge s — t, and thus the traveller will
never reach state t, where p is false. Also, it is immediate that
(M2, s) (@I)X —p because the cost of every edge in the model
is 2, and there is nothing the demon can do to modify the model.

We now turn to SCL and SUL, and consider the following two for-
mulas: (600! )X [600°]X —p of SCL and oo YOX [(cO6P, @O)]X —-p
of SUL. These formulas mean that the angel can add an arrow such
that in the new updated model, the traveller can reach a —p-state.
Assume, for the sake of contradiction, that there is some equivalent
formula ¢ of CTL for each of them. Take model 93 in Figure 3 and
model My, which is like M3 but contains the single state s.

Model My is just a single state s with a reflexive arrow. Model
I3 is the state s as well as the state ¢, both having only reflexive
edges. It is immediate that (M3, s) |= ¢ if and only if (M, s) = ¢.

At the same time, we have that (Mg, s) = (001X [0 ]X —p
and (Mg, s) = (e POX [(0000,@0)]X —p as there is simply no
state in model My satisfying —p. On the other hand, (Ms,s) =
(6001 YX [60°]X —=p, as the angel can add the edge s — t to make
the —p-state t accessible for the traveller. In particular, after the
angel adds the edge s — t, we check all next-time paths the trav-
eller can take. She can either stay in s or move to t. In both cases,
[oOoO] X —p is satisfied, as with 0 resources the angel cannot modify
the model anymore, and there a next-time path for the traveller to
reach the —p-state ¢. A similar reasoning can be used to see that

(M3,5) F 000" DOX KO0, @)X —p. o
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Angels and Demons. We show that once pitched against one
another, the new logics of angels and demons are indeed different.
In particular, we prove that SDL and SCL are incomparable and
that SUL is strictly more expressive than either one.

Theorem 2. SDL # SCL, SDL < SUL, and SCL < SUL.

PrROOF. We can reuse the arguments from the proof of Theorem
1. To see that SDL % SCL, we recall that models 9t; and I, are
distinguishable by an SDL formula. That no SCL formula can distin-
guish the two models follows from the fact that the models differ
only in the costs of their edges, and since the relations for both
models are universal, the angel cannot modify the model.

To show that SCL % SDL, we recall models 9t3 and 94 from the
proof of Theorem 1 that are distinguishable by an SCL formula. That
no SDL formula can distinguish (I3, s) and (My, s) is immediate by
the semantics of the demonic operator (the demon cannot remove
any further edges). Hence, SDL # SCL.

Finally, observe that both SDL and SCL are fragments of SUL
via a translation t((@")¢) = (cO°, @"Dt(¢) and t((cO")p) =
(0™, @0]>t(q0), and therefore SDL < SUL and SCL < SUL. Hence,
we also have that SCL % SDL implies SUL % SDL, and SDL « SCL
implies SUL « SCL. Thereby, we conclude that SDL < SUL, and SCL
< SUL. O

Relation to Obstruction Logic. The semantics of the strategic
operators (") and [1"]¢ of Obstruction Logic (OL) [29] is similar
to the semantics of the SDL modalities (€" )y and [@" ]y with
the crucial difference that after the demon disables some edges and
the traveller makes a move, the edges in OL are restored. Hence, in
OL, the changes in the given model are not permanent. Notice that
in the proof of SDL % SCL in Theorem 2, we used only next-time
temporal modalities in the SDL formula. Hence, we can use the
same argument and the same pair of models, M; and My, to show
that OL % SCL. For the other direction, i.e., SCL % OL, the argument
is similar to the one for SCL % SDL that uses models M3 and Mi4.
The same argument implies that SUL ¥ OL.

Theorem 3. OL # SCL and SUL % OL.

The relation between OL and SDL is more nuanced. In the proof
of SDL « OL, we use the fact that the model change in SDL is
permanent and hence we can ‘remember’ the removed edges, which
is impossible in OL, where edges are restored before each new action
of the demon.

Theorem 4. SDL % OL.

Proor. We provide the idea behind the proof, and the full proof
can be found in [27]. Consider an SDL formula (@1 YFp, and assume,
for the sake of contradiction, that there is an equivalent formula ¢
of OL. Since formulas of OL are finite, and each OL modality has a
finite resource bound, we can assume that n is the greatest n € N
appearing in ¢. Now consider models M2 and P;,43 in Figure 4.
The models are quite similar, with the only difference being that
M p+2 has one less of t-states. For both models, p is true only in
state t7.

To show that (M2, 1) F (@')Fp and (Mnsz,51) I (@")Fp,
we argue that, while the traveller moves along the s-states, at each
step in Mp42 the demon can remove one of the s,41 — t; edges
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Figure 4: Models M2 (left) and M,,;3 (right) with reflexive
arrows for t-states omitted. The cost of all edges is 1.

with i > 1. Such a gradual removal results in the situation, when in
state sp4+1 the traveller has only one choice, namely to enter state
t1 thus satisfying Fp. In M43, we have one additional ¢-state, and
therefore the demon does not have enough steps to ensure that only
the p-state t; is available. Hence, the traveller can enter a t-state
that does not satisfy p and violate Fp. Then we argue that ¢ cannot
distinguish the models, as in OL edges are restored after each game
step, and hence the demon should make a move in state sp41 in
one of the models that is not replicable in the other model. This is
impossible, since the resource bound n is too low. O

The Expressivity Landscape. An overview of the expressivity
results is presented in Figure 5.

Figure 5: The expressivity results. An arrow from £; to £,
means £; < L. A strike-out arrow from £; to £, depicts
L1 % L. Open problems are denoted with question marks.

We leave the questions of whether OL % SDL and OL « SUL for
future work and conjecture that it is indeed the case. In conclu-
sion, we would also like to point out an interesting fact about the
relationship between OL and SUL. Given (I, s) and (i")¢ of OL,
there is a formula {cO0", @" D¢ of SUL such that (I, s) = (1")¢
implies (I, s) = (oO0", @@" . This means that for each demonic
strategy in OL, there is a joint demonic and angelic strategy in SUL
over the same resource bounds reaching the same goal. Intuitively,
to capture OL strategies, the angel and the demon can cooperate
where the demon removes edges, and the angel restores all or a
subset of them in the next turn.
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4 MODEL CHECKING

In this section, we study the model checking problem for SDL,
SCL, and SUL. In particular, we show that for the first two logics,
the problem is PSPACE-complete, and for SUL, the problem is in
EXPSPACE. We also mention that the problem is PSPACE-complete
for the next-time fragment of SUL.

Definition 13 (Model Checking). Given a pointed model (I, s)
and a formula ¢, the model checking problem consists in computing
whether (M, s) F ¢.

Whenever necessary, we assume that ¢ is in negation normal
form (NNF), meaning that in ¢, negations only appear in front of
atoms. It is straightforward to show that each formula ¢ of SDL,
SCL, and SUL, can be equivalently rewritten into ¢’ in NNF using
the propositional equivalences, duals (like [@" ]y in the case of
SDL), and temporal equivalences =(X ¢) <> X=¢, =(¢1 Ugp) <
=91 R ~¢2, and =(¢1 R¢2) & —¢1 U —¢s. The size of the formula
¢’ in NNF is at most linear in the size of the original ¢.

Theorem 5. Model checking SDL is PSPACE-complete.

Proor. We start with the lower bound and use a reduction from
the PSPACE-complete quantified Boolean formula (QBF) problem.
Given an instance of QBF ¥ := Q1p1...Qnpnt(p1, .., pn), Where
Qi € {3,V}, the problem consists in determining whether ¥ is true.
W.l.o.g., we assume that there are no free variables in ¥ and that
each variable is used for quantification only once.

For a given instance of QBF ¥, we construct a model (MY s)
and a formula ¢ of SDL s.t. (MY, s) |= ¢ iff ¥ is true. Starting with
the model, consider M¥ = (S, —,V, C), where S = {s,s1, ..., san },
s > s,s > sjands; — sforalls; € S, "V(pil) = {si} and
‘V(p?) = {sp+i} for 1 < i < n,and C(s,s) = 2 and 1 for any other
pair of states. Intuitively, for each p; in ¥, we have two states with
corresponding atoms p} and p?, modelling whether p; was set to
true or false, resp. The model MY, corresponding to a QBF instance
¥ with two variables p; and pj, is depicted in Figure 6.

Figure 6: Model MY (left) and one of its updates (right). Cost
of all edges is 1 apart from the s — s edge that has cost 2.

Now, we will construct the corresponding formula ¢ of SDL.
First, recall that n is the number of atoms in the QBF instance V.
Then, we define formula chosenj that will capture the fact that
truth values of only the first k atoms out of n in ¥ were set:

choseni = [\ (00p) & =00phH A [\ (00p) A 0Op)).
1<i<k k<i<n
Recall that ¢ ¢ := [@O]X ¢. Intuitively, chosenj holds if the demon
has cut transitions to some of the first k atoms p? and p} in such a
way that if the transition to p? is removed, then there must remain a
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transition to p}. This simulates the unambiguous choice of the truth
value of atom p; in V. All other atoms beyond the first k should still
be accessible. We have double diamonds in the formula because
each action of the demon is followed immediately by a move of
the traveller. And if the traveller goes to one of the accessible s;
states, we should still be able to verify the accessibility of some plj.
for j € {0, 1} in two steps passing the state s along the way.
Now, we are ready to tackle the construction of ¢.

90 = Y(OOP], ... OOPY)

_ JI@®'1X (chosen — gr_1) ifQr =V
k= (@1)X (choseng A @pp_q) fQr =3
¢ = Qn.

What is left to show is that ¥ := Q1 p1...0npnt(p1, ..., pn) is true
if and only if (MY, s) = ¢. First, observe that we consider demonic
strategies with costs of up to 1, i.e., at each step the demon can
remove up to one edge from s to some s;%. Removing a transition
to p? means that the truth value of p; is set to true. For an example,
see the model on the right in Figure 6, where the value of p; was
set to false, and py was set to true. Guards choseny ensure that
truth-values of propositions are chosen unambiguously. Therefore,
together with the guards, constructs [@I]X and (@I)X in the
clause ¢ of the translation emulate quantifiers V and 3. Once the
truth values of all atoms p; were thus set, the evaluation of the
QBF corresponds to the reachability of the corresponding atoms.
In particular, we set p; to true in an evaluation of ¥ if and only if
pi1 is reachable in the corresponding submodel.

To show that the model checking problem for SDL is in PSPACE,
we present an alternating Algorithm 1. Let (9, s) be a finite model,
and ¢ be a formula of SDL. Without loss of generality, we assume
that formula ¢ is in NNF. In the algorithm, we show only cases
(@")Xy and ("Y1 U ¢, for brevity, and the full algorithm can
be found in [27].

Algorithm 1 An algorithm for model checking SDL

1: procedure MC((M, s), ¢)
2: case ¢ = (@" )Xy

3: existentially choose n-submodel It/

4: universally choose s’ such that s W,y

5: return MC((W',s"), ¢)

6 caseq= (@)Ut

7: X — (M,s)

8: i—20

9: while not MC(X, ¢») and i < brDepth do
10: if not MC(X, ¢1) then

11: return false

12: existentially choose n-submodel I’ of X
13: universally choose s’ such that s s
14: X — (W,s")

15: i—i+1

16: end while

17: if i > brDepth then

18: return false

19: else

ZRecall that by the definition of demonic strategies, the demon cannot remove an edge
if it is the only outgoing edge from a given state.
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20: return true
21: end procedure

In the algorithm, we explore the computational tree in a depth-
first manner using universal and existential choices. The algorithm
follows the definition of the semantics closely, and the correctness
can be shown by induction on ¢. The termination follows from
the fact that each case breaks down a subformula into simpler
subformulas and the finite depth of the tree.

The depth of each branch, brDepth, is at most O(| — | - |S5]),
i.e., the demon has at most | — | ways to consecutively modify
the model (in the worst case, removing edges one by one, plus an
option to not modify the model), and each such n-submodel has
at most |S| states where the traveller can transition to. In other
words, for each n-submodel, it is enough to check up to |S| states
in the submodel. Thus, the total number of unique game positions
on a given branch, and hence the depth of each branch in the tree,
is bounded by O(| — | - |S]) < O(|M|?) and can be explored by
our alternating algorithm in polynomial time. Since there are at
most |¢| subformulas to consider, the total running time of the
algorithm is bounded by O(|¢| - |D|?). From the fact that APTIME
(i.e., alternating polynomial time) = PSPACE [32], we conclude that
the model checking problem for SDL is PSPACE-complete. O

A knowledgeable reader may point out that while model check-
ing SDL is PSPACE-complete, model checking its conceptual prede-
cessor, OL, can be done in polynomial time [29]. This is due to the
significant difference in the semantics of the two logics. In OL, edges
are restored after the traveller has made a move, and in SDL, edge
removal is permanent, i.e., we have to keep in memory a polynomial
number of modified models to verify the strategic abilities of the
demon. However, note that our PSPACE-completeness result is in
line with the model checking results for logics with quantification
over permanent model change (see, e.g., [37, 44, 51, 62, 77]).

Model checking SCL is also PSPACE-complete by a relatively
similar argument that we omit for brevity, and a proof sketch can
be found in [27].

Theorem 6. Model checking SCL is PSPACE-complete.

Finally, we look into the complexity of the model checking prob-
lem for SUL and show that it is in EXPSPACE. However, we also
note that the next-time fragment of SUL is still PSPACE-complete.

Theorem 7. Model checking SUL is in EXPSPACE, and model
checking the next-time fragment of SUL is PSPACE-complete.

Proor. To show that model checking SUL is in EXPSPACE, we
can provide an alternating algorithm similar to Algorithm 1. Here,
we present a general idea, and the algorithm with the full argument
can be found in [27].

The main difference from Algorithm 1 is that for cases involving
{CDP™™ we have to consider n-m-updates depending on C. Each
n-m-update is of size bounded by O(|9%|?), and can be computed
in polynomial time. For the next-time fragment of SUL, we need to
check at most |¢| such updates, and hence the total running time is
in APTIME = PSPACE. The lower bound follows from the fact that
SUL subsumes both SDL and SCL.

For the full language, similarly to Algorithm 1, we construct the
computational tree with depth of branches bounded by brDepth.
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However, this time, brDepth is exponential, since the demon and
the angel together can, in the worst case, force an exponential
number of submodels of the fully connected graph of size |S|?, i.e.,
brDepth is bounded by O(Zmalz) and hence the algorithm runs in
exponential time. Since AEXPTIME (i.e., alternating exponential
time) = EXPSPACE [32], model checking SUL is in EXPSPACE. O

5 RELATED WORK

Obstruction Logics. The initial inspiration for our work came from
the research on Obstruction Logic (OL) [29], where one can reason
about the demon’s strategies to deactivate some edges so that the
target property holds regardless of the traveller’s moves. After each
step of such a game, all edges are restored, which is different from
our SDL setting, where we assume that edges are deactivated once
and for all. Extensions of OL include obstruction ATL [30], timed
OL [58], and coalition OL [31]. All of these extensions feature only
temporary edge deactivations. Compared to the body of research
on OL, we have also introduced a formalism for reasoning about
strategic activation of edges, SCL, and also the interplay between
the demon and the angel in SUL for scenarios of cooperation and
competition.

Sabotage-like Logics. The research on OL itself was motivated
by sabotage games [73], where the demon can deactivate one arbi-
trary, and the corresponding Sabotage Modal Logic (SML) [15, 62]
and its generalisation to subsets of edges [28]. A related approach
considers definable edge removal [59]. In the same vein, there have
also been logics for reasoning about adding an edge to a model,
swapping two edges, copying and removing, etc (see, e.g., [12-14]).
Compared to all these approaches, we consider weighted graphs, as
well as extended strategies of the angel and the demon, as opposed
to the next-time outcomes in the cited works.

Dynamic Epistemic Logic. Adding and removing arrows in
particular, and model updates in general, are bread-and-butter in
Dynamic Epistemic Logics (DEL) [76], which are built on epistemic
models capturing knowledge of agents, and where updates of such
models correspond to various information-changing events. Related
to edge removal, one can mention arrow updates [56, 77], as well as
various modes of agents sharing their knowledge with each other
[3, 17, 51]. One can also think of adding arrows as an introspec-
tion effort of a given agent [44]. Moreover, there has been some
work on incorporating strategic reasoning into DEL, in particular
as reachability games over epistemic models [63, 64], concurrent
public communication [2, 45], and alternating-time DEL [37]. Even
though we can refer to DEL for some intuitions regarding model
updates, needless to say, our setting is different from the one of
agents’ knowledge and learning.

Dynamic Logics for Social Networks. Inspired by DEL, there
has been a considerable amount of research on dynamics in social
networks (SNs) (see [67] for an overview). In the setting of SN,
adding or removing edges has been used, for example, to model
changes in friendship [16, 52], (un)following other agents [78], gain-
ing knowledge in SN [33], visibility of posts on SNs [50], balance
in a network [75], and sellers’ strategies in diffusion auctions [49].

Strategic Reasoning. In the realm of the strategic reasoning,
we see model modifications, apart from the case of OL, primarily in
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normative reasoning, where, given a MAS, a social law (or a norm),
divides the set of actions of a given agent in a given state into

desirable, or allowed, and undesirable, or prohibited. This is usually
done by removing some of the transitions in a model (see, e.g., [1, 4,
7, 10, 24, 48, 55]). A general approach to modifications of strategic
multi-agent models has recently been proposed in [47]. Adding
and removing edges was also interpreted as granting or revoking
abilities to\from agents [46]. One can mention the research on
module checking [54, 57], where some transitions in an execution
tree are cut to model various behaviours of the environment. Some
types of model dynamics are prominent in separation logics (see,
e.g., [18, 38, 39, 69]) that allow reasoning about the execution of
computer programs. To the best of our knowledge, none of these
approaches reason about extended temporal goals of agents that
are able to modify the topology of the underlying model.

Logics with Resources. In the context of epistemic logics, re-
sources and costs were used to tackle the logical omniscience prob-
lem (see, e.g., [5, 6, 42, 43]), as constraints on dynamic epistemic
actions [36, 41, 72], and for epistemic planning [20, 23], to name
a few use cases. In the context of strategic reasoning, there is a
plethora of research on resource-bounded agents in the settings
of CL and ATL (for example, see [8, 9, 19, 25, 26, 40, 65]). Observe
that in the latter case, models are static as opposed to our dynamic
models, and hence the settings are very different.

Games on Graphs. Finally, sabotage games are not the only
games on graphs that involve a traveller and that were analysed
with the tools of modal logic (see [74] for an overview). Such anal-
yses include the logics for hide and seek [61, 71], cops and robbers
[60], and the poison games [53, 79].

6 DISCUSSION

We have presented three novel logics for reasoning about strategies
of agents that are able to modify a given model. In SDL, we have
the demon who plays an edge-removing strategy such that for all
paths taken by the traveller, a target condition holds. Similarly, to
reason about edge-adding strategies of the angel, we have proposed
SCL. Finally, to express the interaction between the demon and the
angel in an ATL-like fashion, we introduced SUL. For all logics, we
studied their expressivity and provided model-checking algorithms.

Since we have just scratched the surface of reasoning about
strategic model changes by agents, there is a plethora of future
work. First, we would like to study the satisfiability problems of all
three logics. Moreover, recall that we defined demonic and angelic
strategies in a memory-less fashion, i.e., an action of an agent de-
pends on the current pointed model. We would also like to study
their perfect recall strategies, where their actions depend on histo-
ries consisting of pointed models. We conjecture that the semantics
of all logics are equivalent for both types of strategies via an argu-
ment similar to the one for OL [29].

While defining SDL, we were inspired by OL. However, having
introduced edge-adding strategies, it is very tempting to formalise
and study a variant of OL, where instead of the demon we have an
angel that adds edges for one turn only. Moreover, related to [31],
we find it particularly intriguing to extend SUL to coalitions of angels
and demons. Finally, we would also like to consider extensions of
our logics with greatest and least fixed points in the vein of [70].
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